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I .  I N T R O D U C T I O N

Relative to most of its Five Eyes partners, Canada has 
a small and decentralized intelligence community. 
Nevertheless, Canada has substantial capacity 
for electronic surveillance both domestically and 
internationally. Many of the powers used by Canada’s 
national security and intelligence agencies were 
clarified in the 2017 National Security Act, which came 
into force in 2019. Today, Canada’s national security 
surveillance and intelligence gathering activities are 
characterized by a powerful executive, minimal input 
from the legislature, and a complex set of rules that are 
increasingly showing their age. While there have been 
improvements in transparency, there remain serious 
gaps, which complicate the ability of legislators and 
civil society to scrutinize surveillance programs.

N O V E M B E R  2 0 2 3



4page /

C A N A D A

I I .  I N S T I T U T I O N S 2 

Although it is one of the country’s largest intelligence agencies 
by size, all of DND/CAF’s intelligence activities must have a “clear 
nexus” with its operational activities and mandate. In other 
words, it is not a truly autonomous foreign intelligence agency. 

Authorizing Entities

Operational Entities

Canadian Security Intelligence Service (CSIS): 
CSIS (“the Service”) is Canada’s domestic security 
intelligence service. It is mandated to collect 
information “within or outside Canada” related to 
threats to the security of Canada. Such threats are 
defined in s. 2 of the Canadian Security Intelligence 
Service Act3 (CSIS Act) as espionage, foreign-influenced 
activities, terrorism,4 and subversion. The Service is 
led by a Director who is responsible to the Minister of 
Public Safety.

Communications Security Establishment (CSE): The 
CSE is Canada’s national cryptologic agency, making it 
similar to the US National Security Agency (NSA) and 
the UK Government Communications Headquarters 
(GCHQ). Under the Communications Security 
Establishment Act (CSE Act), CSE has a four-part 
mandate: 
 •  A: collecting foreign intelligence through the  
 global information infrastructure
 •  B: protect the information and communications 
  of the Government of Canada
 •  C: providing technical assistance to law  
 enforcement, and;
 •  D: foreign cyber operations, including “active” 
  (offensive) and defensive cyber operations.5 CSE 
  is headed by a Chief who is responsible to the  
 Minister of National Defence.

Royal Canadian Mounted Police (RCMP): The RCMP 
is Canada’s federal police force. It covers a wide range 
of criminal activity, including terrorism, espionage, 
and cyber-crime. While CSIS gathers intelligence on 
national security threats, the RCMP gathers evidence 
for national security prosecutions. 

Department of National Defence/Canadian Armed 
Forces (DND/CAF): The Department of Defence and 
the Canadian Armed Forces are responsible for the 
defence of Canada at home and abroad. It has a large 
intelligence apparatus through its Canadian Forces 

Intelligence Command (CFINTCOM) to support its 
operations.6 DND/CAF has the capability to collect 
both human and signals intelligence in support of its 
mandate to defend and protect Canada. It may also 
engage in counter-intelligence activities. 

Although it is one of the country’s largest intelligence 
agencies by size, all of DND/CAF’s intelligence 
activities must have a “clear nexus” with its operational 
activities and mandate. In other words, it is not a truly 
autonomous foreign intelligence agency.7 The CAF 
can also support the intelligence collection activities 
of other government departments and agencies, such 
as CSIS or the RCMP, at the formal request of the 
Minister of Public Safety, while operating under the 
authorities of those agencies.8 

Ministers: In Westminster systems, cabinet ministers, 
who are almost always also members of parliament, are 
responsible for authorizing strategic and operational 
collection priorities. In the context of intelligence and 
national security, ministers may be asked to approve 
certain operations and missions that are high-risk 
and dangerous, and in this way provide a degree of 
oversight – albeit one that does not often see the light 
of day. Canadian ministers typically have fewer staff 
than their American counterparts. In this sense, when it 
comes to evaluating the advice of the civil service, the 
outcome will depend on the quality of the minister and 
the staff they hire. 

In addition, the influence of “the Centre” (Treasury 
Board, Privy Council Office, and Finance Department, 
and especially the Prime Minister’s Office) may mean 
the minister will find their influence curtailed by the 
centre and their Cabinet colleagues. In this way, despite 
being in charge of a file, they may struggle to find an 
alternative to what the public service presents or find 
their plans on hold for other government priorities.
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Oversight Entities

will be required to sign off on plans for collection and 
investigations. 

Ministers also direct and authorize the collection 
activities of some agencies, even agencies that are not 
directly in the minister’s portfolio. For example, (as 
will be discussed below) at the “personal request in 
writing” of the Ministers of Foreign Affairs, Defence, 
and Public Safety, the Service may collect information 
within Canada as it relates to foreign states, a group of 
foreign states, and/or non-Canadian persons/permanent 
residents.9 In addition, the Ministers of Foreign Affairs 
and Defence play an important role in the authorization 
of certain foreign cyber operations. The Minister of 
Public Safety also has a role in approving certain 
domestic operations where a warrant is required.10

Intelligence Commissioner: The Intelligence 
Commissioner (required to be a retired judge of 
a superior court) serves a quasi-judicial role by 
overseeing CSE activities to ensure that they comply 
with Acts of Parliament and respect the reasonable 
expectations of privacy of Canadians and anyone in 
Canada. This includes reviewing the reasonableness 
of the Minister of National Defence’s authorizations 
as well as the classes of “datasets” – electronic 
information depositories – that the Minister of Public 
Safety authorizes CSIS to receive. This responds to the 
need for independent judicial or quasi-judicial oversight 
of intrusive intelligence activities required by section 8 
(s. 8) of the Canadian Charter of Rights and Freedoms 
(the right to be free from unreasonable search and 
seizure, discussed further below). 

Courts: Courts straddle the divide between control 
(issuing or denying warrants), oversight, and 
scrutiny (in their regular role as courts of judicial 
review). Judges play an important role in authorizing 
surveillance and the use of intrusive investigative 
means. Although their collection activities may be 
similar, the warrant regimes for CSIS and police/
RCMP are very different. Requesting authorities for 
police investigations typically must demonstrate that 
an individual or entity is engaged in a crime. Police 
warrants are issued by judges at the provincial level. 
By contrast, only the Federal Court issues warrants for 
intrusive search and seizure activities by the Service.11

Finally, each department or agency that engages in 
collection will have its own policies and procedures 
which internally govern these activities. For example, 
senior management (often Directors General or “DGs”) 

In Canada, the terms “oversight” and “review” are 
often used interchangeably but have defined and unique 
meanings:

Review refers to the ability of independent bodies 
retrospectively to evaluate security activities. A 
reviewer does not have operational responsibility 
for what is being reviewed… Oversight refers 
to a command and control process – the power 
to issue directions, influencing conduct before 
it occurs. Review bodies do not have the power 
to oversee anti-terrorism activities, thought they 
can make findings about failings and can make 
recommendations on improvements.12 

Therefore, most “oversight” institutions in Canada are 
review bodies, and oversight functions (almost entire-
ly, but not exclusively) rest with ministers (usually of 
National Defence, Foreign Affairs or Public Safety) and 
the Intelligence Commissioner. Additionally, as dis-
cussed below, the federal courts play an oversight role 
through approving CSIS warrants.

National Security and Intelligence Committee of Par-
liamentarians (NSICOP): NSICOP is the first perma-
nent review body made up of democratically elected 
representatives in Canada. The Committee, (governed 
under its own Act13) is a committee of Parliamentari-
ans (though not a Parliamentary committee).14 It is part 
of the executive branch, although it is comprised of 
members of the legislative branch, and their reports are 
ultimately released through the Prime Minister’s Of-
fice. NSICOP has the mandate to review the legislative, 
regulatory, policy, administrative, and financial frame-
works for national security and intelligence.  The Com-
mittee may also review the activity of any government 
department relating to national security or intelligence 
(unless it is part of an ongoing operation or an investi-
gation whose disclosure is deemed injurious to national 
security by the relevant minister) or any matter relat-
ing to national security and intelligence referred to the 
Committee. For example, it has done in-depth reviews 
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of defence intelligence activities in Canada,15 produced 
special reports on controversies (such as the role of in-
telligence agencies in Prime Minister Justin Trudeau’s 
visit to India in 2018),16 as well as an annual report.17 A 
director and secretariat support the work of the Mem-
bers of Parliament composing the committee. At pres-
ent in Canada there is pressure to remake NSICOP into 
a parliamentary committee (a legislative body), mod-
eled on the UK Intelligence and Security Committee.18 

National Security and Intelligence Review Agency 
(NSIRA): By statute, NSIRA is tasked with assessing 
compliance of the national security and intelligence 
community with the laws of Canada.19 Unlike its prede-
cessors, NSIRA has the power to review any activities 
performed by CSIS, the CSE, and any other national 
security or intelligence-related activity carried out by 
federal departments and agencies. NSIRA is comprised 
of up to seven part-time members and is supported by 
a secretariat. NSIRA differs from NSICOP in that the 
former is concerned with compliance, the latter with 
efficacy–although this is by practice and not defined 
in any statute. Like NSICOP, NSIRA issues an annual 
report,20  agency-specific reviews,21 and investigations 
into special issues, such as the treatment of Canadian 
identifying information by the CSE.22

Parliament: The concept of “scrutiny” is relevant to 
this discussion, although it plays a less important role 
in the Canadian context relative to Canada’s Five Eyes 
partners. In Westminster systems, scrutiny ensures po-
litical accountability: members of a law-making body 
ask questions or scrutinize the government (whose 
ministers sit as members of those bodies), often but not 
exclusively in the legislative chamber. In Canada, min-
isters are accountable to Parliament for the performanc-
es of the departments and agencies under their control. 

Parliamentarians can scrutinize government depart-
ment or agency performance through committees in 
the House of Commons and the Senate. Ministers and 
senior bureaucrats can be called to answer questions 
and provide details about an operation or issue.23 
However, as most Canadian members of parliament 
and senators are not provided with a security clear-
ance, they cannot discuss or have access to classified 
information. As such, the ability for committees to 
engage in robust scrutiny is limited. However, scru-
tiny remains important in that may bring important 
issues to the public’s attention.

Departments and agencies: Each department and 
agency has its own policies and procedures and 
review policies. Some, like CSIS, have an Internal 
Audit department which provides advice on risk 
management and performs evaluations of operations 
and programs.24

Auditor General and Privacy Commissioner:  The 
Auditor General and the Privacy Commissioner are 
officers or “agents” of Parliament, charged by their 
governing statutes to report directly to Parliament 
on matters within their remit. They conduct periodic 
independent audits of federal government operations, 
including government departments.25  Both positions 
have limited capacity, however, and do not always 
have the expertise and resourcing to delve into the 
complicated world of intelligence operations and 
national security.26  
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I I I .  O P E R AT I O N A L 
C A P A B I L I T I E S  A N D 
P R I O R I T I E S

Canada is a technologically advanced country with 
sophisticated capabilities to engage in domestic sur-
veillance at home and assist in Five Eyes operations 
abroad. Legislative reforms in 2019 authorized CSE to 
undertake active cyber operations, for such purposes 
as disrupting communications between violent extrem-
ists or protecting Canada’s democratic institutions.27 In 
2020, the Harvard Belfer Center ranked Canada eighth 
in the world in terms of its cyber capabilities, placing it 
third among Five Eyes countries after the United States 
and the United Kingdom.28 The CSE produces approx-
imately 10,000 end product reports (EPRs) each year, 
a large proportion of which are shared with Five Eyes 
countries.29

The main limitations on Canada’s surveillance activities 
reflect its small size relative to other countries, as well 
as the limited mandates of some organizations. Most 
notably, CSIS is highly restricted in the security intel-
ligence it can collect outside of Canada. As such, Can-
ada is dependent on its allies, especially its Five Eyes 
partners, for much of its foreign HUMINT intelligence 
collection.

Intelligence Priorities Process: Canada’s intelligence 
priorities are set every two years by a Cabinet commit-
tee. The committee’s composition has changed over 
time per the preferences of the Prime Minister.30 
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I V.  P R O C E S S 
F O R  A P P R O V I N G 
S U R V E I L L A N C E

While CSIS is responsible for gathering intelligence, 
the RCMP gathers evidence for criminal prosecutions 
through a separate but parallel process in national 
security investigations. This division of labour means 
that while the surveillance powers each agency 
possesses are similar, the authorization regimes to use 
them are very different.

Collection Against Domestic Targets

RCMP: The RCMP’s national security criminal investi-
gations are conducted by the National Security Enforce-
ment Sections (NSES) within RCMP divisions or by 
Integrated National Security Enforcement Teams (IN-
SETs) located in Ottawa, Montreal, Toronto, Edmonton/
Calgary, and Vancouver.31 

Interception

Police powers to engage in intrusive surveillance range 
from physical surveillance, the use of cameras and 
recording equipment, and the interception of communi-
cations. Recently, it was revealed that in some cases the 
RCMP uses malware or “spyware” to hack phones in 
order to obtain text messages, email, photos, videos, au-
dio files, calendar entries, and financial records, as well 
as to gather audio recordings and take pictures.32  

The key framework for the authorization of interception 
powers is Part VI of the Criminal Code, which applies 
to any investigation where a “private communication” 
will be intercepted.33 The Criminal Code defines a 
“private communication” as any oral communication 
or “telecommunication” (including wire, radio, optical, 
and cable communications) “made by an originator 
who is in Canada” or intended “to be received by a per-

son who is in Canada” and “made under circumstances 
in which it is reasonable for the originator to expect that 
it will not be intercepted by any person” other than the 
intended recipient.34 

Importantly, this definition is interpreted broadly to 
include any information deriving from the communi-
cation that would convoy its substance or meaning.35 
In addition, how the police may access the private 
communication depends on the transitory state of the 
information – whether it is being intercepted or seized. 
Where a communication is being intercepted in tran-
sit, the Part VI warrant is required. However, where an 
archived private communication is being stored on a 
device, a different seizure regime, production orders,” 
applies, as will be discussed below.

Like standard warrants, Part VI authorizations for inter-
ception are approved by judges at the provincial level. 
The authorities requesting must show reasonable and 
probable grounds for authorization. However, given the 
intrusive nature of such collection activities, there are 
additional constraints. The judge must be satisfied that 
the granting of the authorization would be in the best 
interests of justice and that other investigative proce-
dures have been tried and failed, are unlikely to suc-
ceed, or that the matter is so urgent it would be imprac-
tical to investigate using only other procedures. 

Applications for Part VI warrants require an affidavit 
where full disclosure must be made. This includes the 
proposed manner of interception, all places reasonably 
expected to be encountered over which the target may 
not exercise exclusive control, terms and conditions to 
ensure privacy of uninvolved persons, and whether sur-
reptitious entry is being proposed to install, maintain, 
or remove electronic surveillance equipment.36 These 
applications are made in a closed court on an ex parte 
basis, with only the government side represented.

Importantly, there are special rules for the surveillance 
of criminal organizations and terrorism investigations. 
The “last resort” obligation is not required in these 
cases.37 Additionally, while authorization for electronic 
surveillance may not exceed sixty days, interception 
warrants targeting criminal organizations or terrorism 
investigations may last up to one year. Moreover, un-
like other cases, obtaining an extension for a warrant is 
not dependent on the persistence of an ongoing investi-
gation.38 
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Applications for general production orders are made on an ex 
parte basis to a judge who must be satisfied that there are 
reasonable grounds to believe an offence has been or will 
be committed and that the document or data in the person’s 
possession or control will afford evidence respecting the 
commission of the offence. 

Special care must be taken where interceptions may 
involve “communications of a sensitive nature.” This 
includes possible infringements of the privileges or im-
munities of members of Parliament, Senators, or other 
legislators. In these cases, prior legal advice must be 
secured from the Attorney General of Canada, who will 
advise the Minister of Public Safety and Emergency 
Preparedness. In addition, particular attention must be 
paid to potential violations of solicitor-client privilege.39 

Finally, Part VI warrants differ from other warrants in 
that authorities must ultimately notify the target of the 
surveillance.40 Within 90 days after the surveillance 
ends, the authorities must notify in writing the person 
who was the object of the interception. However, this 
may be delayed up to three years by a judge upon ap-
plication by the Minister of Public Safety. The judge 
must be satisfied that the investigation of the offence to 
which the authorization relates is continuing. However, 
with terrorism cases the investigating authorities are not 
required to demonstrate the persistence of an ongoing 
investigation for an extension. 

Lawful Seizures from Third Parties

A separate but related regime relates to the seizure of 
electronic information through “production orders,” a 
form of judicial authorization compelling the holder of 
specified information (such as a telecommunications 
provider) to disclose that information to police. They 
are required when police need information from a third 
party and where a potential infringement on a person’s 
reasonable expectation of privacy may arise. This in-
cludes basic personal information, like subscriber data 
associated with an ISP address.41 

Production orders apply to records that already exist 
(data-at-rest) rather than those which may exist in the 
future or are in the process of being sent (data-in-mo-
tion). This can sometimes create challenges determin-
ing which legal regime is applicable to access the same 
kind of information. For example, where police seek to 
collect text messages or emails that are not in existence 
of the time of the order, or still capable of delivery (“in 
motion”), the intercept regime applies. However, where 
archived text messages or emails are stored by a service 
provider (data is “at rest”), production orders may be 
used. Importantly, law enforcement may not use pro-

duction orders to side-step the more onerous Part VI 
regime.42  

There are several kinds of production orders, includ-
ing orders for paper and electronic documents, orders 
for financial information, and orders for transmission, 
tracking, and trace information. For the purpose of this 
paper, the latter is the most significant. Transmission 
refers to information about telecommunications includ-
ing the type, direction, date, time, duration, size, ori-
gin, destination, or termination of the communication 
but does not include the content of communications.43  
Tracking data relates to the location of a transaction, 
individual, or thing. Trace information is data for the 
purpose of identifying a device or person involved in 
the transmission of a communication that will assist in 
the investigation of a suspected offence.44 

Applications for general production orders are made 
on an ex parte basis to a judge who must be satisfied 
that there are reasonable grounds to believe an offence 
has been or will be committed and that the document 
or data in the person’s possession or control will afford 
evidence respecting the commission of the offence.45 

However, the threshold to obtain a production order for 
“transmission, tracking and trace” information is lower. 
Only reasonable grounds to suspect are necessary.46 So 
far, the Supreme Court of Canada has allowed this low-
er threshold as these searches are considered “minimal-
ly intrusive, narrowly targeted, and highly accurate.”47  
Yet, some scholars have questioned if this standard can 
still apply to an era of increasing data analytics and 
large quantities of metadata.48 

Finally, when it comes to electronic devices, it is not 
enough for police to obtain a search warrant at a home 
or office to access them. Instead, a separate warrant is 
needed to search electronic devices specific to a loca-
tion.49 Once that warrant is granted, police may search 
the data contained within the computer, but also search 
information available to the computer system, including 
cloud-based applications and other online or networked 
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accounts accessible from the device.50 

CSIS: Within Canada, the most important collection 
authority the Service has is its ability to “target” an 
individual, person, organization, or event suspected of 
constituting a threat to the security of Canada.51 Target-
ing activities, which include methods of varying intru-
siveness, including electronic surveillance and physical 
searches, are governed by the rules and procedures 
set out in the CSIS Act, ministerial directives, Service 
policy, and other related procedures.52 In carrying out 
collection the Service must follow the rule of law, pro-
portionality of means, use the least-intrusive techniques 
first (with the exception of emergencies), and the level 
of authority required must “be commensurate with their 
intrusiveness and risks associated with using them.”53 
In addition, if any investigation involves “sensitive 
sectors,” such as educational and religious institutions, 
extra layers of approval will be required.54 

CSIS authorities to collect information may be divid-
ed into two categories. First, there are those short of 
a warrant, where techniques used do not violate the 
reasonable expectation of privacy guaranteed by Sec-
tion 8 of the Charter. This is usually for cases where 
investigators have reason to suspect an individual may 
be engaged in threat-related activity. Here, collection is 
governed within the Service and typically require ap-
proval by a senior official holding the rank of Director 
General. The authorities are divided into different in-
vestigative levels: Level 1 allows for basic information 
gathering, while Level 2, which allows for more intru-
sive means, including physical surveillance. Accord-
ing to CSIS documents released under the Access to 
Information and Privacy (ATIP) process, several factors 
are considered when selecting the appropriate targeting 
level, including the nature, imminence, and significance 
of the threat, the collection techniques allowed, and the 
availability of resources to conduct the investigation.55 

Second, once the Service moves from “suspecting” 
that an individual or individuals might be engaged in 
threat-related activities to the point where it “believes” 
that they are doing so, it can seek to use more intrusive 
means. This can include electronic surveillance for 
which CSIS can apply to the Federal Court for a war-
rant under s. 21 of the CSIS Act. 

The process to obtain a warrant can be lengthy; appli-
cations often run more than 50 pages, and every line 

must be supported (“facted,” in Service jargon) with 
evidence. DOJ lawyers vet the applications rigorously, 
and they are subject to several layers of management 
approval. In addition, Service personnel are often re-
quired to testify to the information in the warrant and 
answer any questions federal judges56 may ask. While 
this is typically a lengthy process, the system can move 
quickly if needed, particularly in the wake of a serious 
incident.57 

The reason for this demanding process is clear: First, 
unlike police warrants, the information collected in sur-
veillance operations is not intended to ever be used in 
court. Second, unlike Part VI warrants, there is no noti-
fication requirement that the surveillance took place. 

Unfortunately, in recent years, designated judges have 
found on several occasions that the Service has failed 
in its “duty of candour.”  In other words, the court 
found that CSIS had failed in its legal obligation to 
present all relevant information that the court needed 
to engage in proper oversight. A review of this issue 
by NSIRA in June 2022 found deep-seated problems 
with the way the Service and its counsel, Department 
of Justice (DOJ) lawyers, organize themselves.58 While 
DOJ lawyers often failed to provide timely and acces-
sible advice, particularly in urgent situations, CSIS has 
failed to professionalize the warrant application process 
sustainably and fully as a specialized trade that requires 
training, experience, and investment.59

Datasets: The regime which regulates the way CSIS 
handles datasets is one of the most complex aspects of 
the Act. To address concerns about the changing nature 
of information, how it is generated, collected, searched, 
and stored, and how all of this relates to national securi-
ty investigations, the 2017 National Security Act creat-
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To retain a Canadian dataset for longer than 90 days, the Service 
must obtain an authorization from a Federal Court judge which, 
if granted, may last up to two years (renewable). To retain a 
foreign dataset, the Service must obtain authorization from the 
minster and approval of the reasonableness by the Intelligence 
Commissioner.

ed a “dataset” regime. It provides legal authority for the 
receipt and retention of information that is not defini-
tively threat-related but may be of some value overall. 
It does so by setting out how datasets may be retained 
and the subsequent searching of that data to make it s.8 
compliant (although this has yet to be tested in court.)

Under s. 2 of the CSIS Act, a “dataset” is a “collection 
of information stored as an electronic record and char-
acterized by a common subject matter.”60 The dataset 
regime sets out three categories: publicly available 
information, Canadian (involving citizens and per-
sons in Canada) and foreign (non-Canadians outside 
of Canada). Before retaining the dataset, the Service 
must determine that it is related to their performance 
and functions under its Act. In addition, with Canadian 
datasets, the Service must determine that it falls under a 
list of pre-approved classes of data as determined by the 
Minister of Public Safety and approved by the Intelli-
gence Commissioner as “reasonable.”61  

Unless there is a life-threatening emergency present, the 
Service must wait 90 days before using the dataset. The 
90 days provides the Service a window to determine 
the relevance of the dataset to an ongoing investigation 
and to prepare an application for its use.  It may also 
clean up the data available, such as translating, decrypt-
ing, or deleting erroneous or poor-quality information. 
Information relating to physical or mental health, or any 
information related to solicitor-client privilege must be 
deleted. In any foreign dataset, all information involv-
ing a Canadian must be destroyed or treated or submit-
ted as a Canadian dataset.62 

To retain a Canadian dataset for longer than 90 days, 
the Service must obtain an authorization from a Federal 
Court judge which, if granted, may last up to two years 
(renewable). To retain a foreign dataset, the Service 
must obtain authorization from the minster and approv-
al of the reasonableness by the Intelligence Commis-
sioner. The foreign dataset approval lasts for five years 
and may be renewed. 

Queries of the dataset must be done on a strictly nec-
essary basis, and results must be deemed strictly nec-
essary to be retained.63 The legislation envisions two 
kinds of queries. First, specific searches related to a 
person or entity within the dataset. Second, “exploita-
tion” – computational analysis to obtain intelligence 
that would not otherwise be apparent.

One Vision: Unlike the Service, the purpose of RCMP 
national security investigations is for the collection 
of evidence to be used in court. However, while this 
process is ongoing, it is often the case that CSIS will 
continue its intelligence gathering operations, albeit in 
a way that does not interfere with the RCMP’s investi-
gation. As Canada’s laws guarantee that the Crown will 
disclose to the accused all relevant information used in 
its criminal investigation, the Service will be extremely 
cautious in what intelligence it provides to the RCMP 
out of concern that this may end up in court. When it 
does so, CSIS will provide a “disclosure letter” contain-
ing information designed to be used as a lead – a for-
malized version of a “tipoff.” 

The Service may also provide an “advisory letter” to 
the RCMP, which provides more information that can 
be used to obtain search warrants, authorizations for 
surveillance, etc. This complex process is managed 
through a process known as One Vision 2.0, agreed 
upon by the Service and the RCMP.64  

There remains, however, long-standing problems re-
garding challenges Canada faces in converting intelli-
gence into court-ready evidence, known as the “intelli-
gence-to-evidence problem.” However, it clearly has an 
impact on national security investigations. For example, 
where CSIS s.21 warrants produce evidence of a crime 
which forms the basis of an RCMP investigation, the 
defence counsel may seek to challenge CSIS warrant in 
court, potentially jeopardizing the Service’s sources and 
methods.65   

Assistance Mandates: Importantly, departments and 
agencies like the CSE and DND/CAF may engage in 
domestic surveillance only when authorized to assist 
other departments and agencies, working under those 
agencies’ legal mandates. For example, CSE may assist 
law enforcement or CSIS but only with the existence 
of appropriate legal authority. Where private commu-
nications are sought as a part of this assistance, a judi-
cial warrant must be sought and provided to the CSE.66  
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When DND provides assistance, its authorities are the 
same as those governing the agency it is supporting.67  

Collection Against Overseas Targets

CSE: Under the CSE Act, the organization is mandated 
to collect foreign intelligence, through the global infor-
mation infrastructure on the government’s intelligence 
priorities as set out in the NSPL discussed above.68 The 
CSE does not have the authority to collect information 
on Canadians, unless authorized under its assistance 
mandate. However, given the nature of the internet (or 
“global information infrastructure”), it is likely that 
the Establishment will incidentally collect information 
on Canadians in the conduct of its foreign intelligence 
activities, some of which may implicate reasonable 
expectations of privacy. The risk is that this may in-
fringe on s. 8 of the Charter, or Part VI of the Criminal 
Code. Therefore, the CSE Act allows for the Minister 
of Defence to issue a foreign intelligence authorization 
following an application by the Chief of the CSE. This 
application must demonstrate why they believe the 
collection of such data is necessary, reasonable, and 
proportionate; that information sought cannot reason-
ably be acquired by other means; and that any infor-
mation that relates to Canadians or person in Canada 
will only be used, analyzed, or retained if essential to 
international affairs, defence, or security.69 

Activities and classes of activities that a foreign in-
telligence authorization permits the CSE to engage in 
include: 

a)  gaining access to a portion of the global infor-
mation infrastructure;
b)  acquiring information on or through the global 
information infrastructure, including unselected 
information;
c)  installing, maintaining, copying, distributing, 
searching, modifying, disrupting, deleting or in-
tercepting anything on or through the global infor-
mation infrastructure;
d)  doing anything that is reasonably necessary to 
maintain the covert nature of the activity; and
e)  carrying out any other activity that is reason-
able in the circumstances and reasonably neces-
sary in aid of any other activity, or class of activi-
ty, authorized by the authorization.70 

Of note, under its Act, the CSE may carry out these 
activities following the foreign intelligence autho-
rization, “despite any other Act of Parliament or of 
any foreign state.” Some scholars note however, this 
conspicuously leaves out “international law.”71 

Importantly, once a foreign intelligence ministerial 
authorization is granted, the minister is required to 
provide a copy of the authorization to the intelligence 
commissioner.  The intelligence commissioner has 30 
days to review and determine whether the minister’s 
authorization was reasonable; if it is, the Commis-
sioner must approve it and provide written reasons for 
doing so.72 The minister’s authorization is only valid 
after this review and approval by the Intelligence 
Commissioner and only for a period of one year, al-
though that may be extended for a second year with-
out additional review.73  

CSIS: Somewhat paradoxically, CSIS may collect for-
eign intelligence within Canada at the request of the 
Ministers of Foreign Affairs or Defence.74 In practice, 
this means that CSIS may collect intelligence relat-
ing to the capabilities, intentions or activities of any 
foreign state or group of foreign states, or any person 
other than a Canadian citizen, a permanent resident, 
or Canadian corporation. As this collection takes 
place on Canadian soil, the use of intrusive means 
to collect the intelligence requires a s.21 warrant.75 
CSIS’ international intelligence collection is strict-
ly tied to its domestic security intelligence mandate 
(s. 12 of the CSIS Act) which allows it to investigate 
threats to the security of Canada as defined in s. 2 of 
the Act.

DND/CAF: As noted above, DND/CAF may collect 
overseas intelligence only where there is a nexus to 
its overseas missions – it is not an autonomous intel-
ligence agency. However, there is no public standard 
or process for assessing when a “nexus” exists and it 
is often done on a “case-by-case basis.”76 As will be 
discussed below, there is no statutory authority for 
DND/CAF’s intelligence activities, which are instead 
governed by a series of frameworks and directives.
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V.  R E L E V A N T  L A W
Constitutional Provisions: The key constitutional in-
strument for individual rights is the Canadian Charter 
of Rights and Freedoms. Most relevant here is Section 
8: “Everyone has the right to be secure against unrea-
sonable search or seizure” (analogous to the American 
Fourth Amendment). Importantly, by design, Charter 
rights are not absolute. S.1 specifies that all Charter 
rights are guaranteed but subject to “such reasonable 
limits prescribed by law as can be demonstrably justi-
fied in a free and democratic society.”77 In addition, the 
Charter has a “notwithstanding” clause, in s. 33 which 
allows Parliament or a provincial legislature to remove 
a statutory provision from Charter scrutiny for five-year 
renewable periods.78  

Statutory Regimes: The major Canadian intelligence 
agencies have statutes which explicitly cover their 
activities. This includes the Canadian Security Intel-
ligence Service Act and the Communications Security 
Establishment Act. In addition, the main review bodies 
are governed by statutes, including the Intelligence 
Commissioner Act, the National Security Intelligence 
Committee of Parliamentarians Act, and the National 
Security Intelligence Review Agency of Canada Act. 

Some departments and agencies do not have statutes 
which specifically govern their security and intelli-
gence functions. DND/CAF is governed by the Na-
tional Defence Act, but its intelligence activities are 
undertaken primarily under the authority of Crown 
prerogative. Crown prerogative is a source of executive 
power (usually the Prime Minister and the Cabinet) and 
privilege accorded by common law to the Crown, in 
circumstances in which the authority of the Crown is 
not otherwise limited (usually by statute, court decision 
or Constitution).79 Guidance on the use and limitations 
of these powers are typically delineated in ministerial 
directives, some of which have been made public. For 
example, the Ministerial Directive on Defence Intel-
ligence, issued under the defence minister’s authority 
under the National Defence Act, sets out the governance 
framework for defence intelligence.80  

For several years, government, military, and academic 

circles have debated whether DND/CAF’s intelli-
gence activities should be regulated by statue.81 Those 
arguing  in favour of the Crown prerogative note it is 
a long-standing and flexible source of authority and 
that the majority of the CAF’s international opera-
tions are authorized under the Crown prerogative.82  
International deployments must be authorized by 
domestic law and be conducted in accordance with 
both Canadian and international law.83 A NSICOP 
study on the issue found that the present framework 
needs clarification and that the Crown prerogative 
may provide sufficient legal authority for intelligence 
activities, particularly where they involve information 
about Canadians.84   

Executive Orders or Decrees: In Canada, the Cabinet 
(also known as the Governor in Council) is the execu-
tive branch of government. As a part of exercising its 
powers, including appointments, and the implemen-
tation of powers or legislation, Cabinet will issue an 
“order in council” (OIC), which is a “legal instrument 
made by the Cabinet pursuant to a statutory authority 
or, less frequently, the royal prerogative.”85 Orders in 
Council are “made on the recommendation of the re-
sponsible Minister of the Crown and take legal effect 
only when signed by the Governor General.”86 

In the national security space, OICs are used to ap-
point individuals to review bodies such as NSICOP 
and NSIRA. Cabinet may also issue directions on 
how certain legislation must be implemented. For 
example, under the Avoiding Complicity in Mistreat-
ment by Foreign Entities Act, Cabinet must issue di-
rections to national security agencies, like CBSA and 
CSIS on handing information where information may 
result in mistreatment or inbound information may be 



14page /

C A N A D A

the product of mistreatment.87 

Ministerial direction: As the executive branch of gov-
ernment, Cabinet ministers are given powers, duties, 
and functions by Parliament through statutes.88 In 
exercising these powers, ministers will regularly is-
sue directions (sometimes called directives), a written 
communication containing policy, procedures, instruc-
tion, or other information issued as an authoritative 
reference. For example, ministerial directives place 
certain obligations on the RCMP when it investigates 
terrorism or espionage cases, enters into agreements 
with foreign security or intelligence organizations to 
perform its national security functions, or investigates 
threats in “sensitive sectors” like universities.89 

Agency Policies or Guidance Documents: As noted 
throughout this paper, all agencies and departments 
have their own policies and directives for interpreting 
ministerial directives, their mandates, and operations. 
For example, the procedures around CSIS’ intelligence 
collection short of requiring a warrant refer to several 
guidance documents and policies that indicate who 
must be consulted or approve various targeting oper-
ations. Additionally, the CSIS dataset regime contains 
internal policies on who may have access to the in-
formation they contain. Unfortunately, most of these 
policies and guidance documents are not public. They 
may, however, be referred to in the reports of review 
bodies.90  

Other Legal Instruments With Direct Effect in Domes-
tic Law: Like other states, Canada is bound by both 
customary international law and treaties. Treaties are 
ratified through the executive (Cabinet) in Canada 
through an order in council. However, Canada views 
domestic law and treaty law as distinct. A treaty only 
has direct effect in domestic law after legislatures en-
act domestic legislation which effectively “transforms” 
the treaty into Canadian law.91 

Canadian domestic law may have extraterritorial reach, 
but Canada tends to be conservative when extending 
its law beyond borders. Statutory law is not seen as ex-
tending beyond Canadian territory, with some excep-
tions outlined in the Criminal Code, including some 
terrorism laws. However, both criminal law and the 
Charter may follow government officials when they 
are overseas although the reach of the latter is debated. 

In addition, Canadian officials may not participate in 
activities, though authorized by the law of another state, 
that violate its international obligations in respect of 
human rights.92  
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V I .  T R A N S P A R E N C Y
Unlike other countries where there are regular (official and 
unofficial) communications between the national security 
community and the press, Canadian intelligence officials rarely 
give interviews or provide comment on news stories.

Although there has been an improvement in recent 
years (discussed further below), Canada’s national 
security culture is opaque and lacking in transparency. 
A reasonable case can be made that Canada is the least 
transparent country within the Five-Eyes grouping.

As noted above, the powers and obligations of several 
national security and intelligence agencies have been 
placed into statutes in recent years. However, policies 
and procedures used by the Canadian national security 
and intelligence community remain unclear and often 
unavailable. This “secret law” includes ministerial 
directives, “memoranda of understanding, and internal 
policies and procedures which affect and govern the 
conduct of Canada’s security agencies, but are excluded 
from the regular publication requirements for Canadian 
law.”93 Key agencies like the RCMP do not provide 
reports on their national security activities in the way 
that CSIS and the CSE do, and the public is provided 
little to no information on the regularity at which 
production orders, subscriber requests, or different 
kinds of electronic collection (such as IMSI catchers, 
malware, etc.) are used. Critics say Canada’s poor 
system of reporting undermines legislators’ abilities to 
hold the government to account and impedes outside 
researchers.94   

Moreover, Canada’s Access to Information and Privacy 
process is generally considered outdated, overly 
restrictive, and failing in its duty to make government 
more transparent.95 Canada also lacks a declassification 
system, meaning that national security records are 
seldom released to the public, and not in any systematic 
fashion. There are no online or offline archives for 
historians and researchers to examine.96  

Unlike other countries where there are regular 
(official and unofficial) communications between the 
national security community and the press, Canadian 
intelligence officials rarely give interviews or provide 
comment on news stories.97 Additionally, Government 
of Canada websites are poorly organized, making it 
difficult to find information related to national security 
in an easy or systematic way. And when reports can be 

found, they often present information in inconsistent 
ways year on year, making it difficult to follow trends 
over time.98  

In 2017, the Trudeau government sought to address 
this issue through the creation of the National Security 
Transparency Advisory Group (NS-TAG). NS-TAG 
was given the mandate to advise the Deputy Minister 
of Public Safety Canada and the Government of 
Canada’s federal departments and agencies with 
national security responsibilities on how to implement 
the National Security Transparency Commitment 
(NSTC).99  This Commitment contains six principles 
related to improving the Canadian government’s 
transparency in the area of national security related to 
information, executive and policy transparency.100 Each 
year NS-TAG releases an annual report which discusses 
their work and their findings from interviews with 
government officials and community groups.101  

At time of writing, NS-TAG is new and has been 
operating mostly in pandemic conditions. It is 
therefore hard to assess its success. However, it 
has already made contributions to developing and 
widening the concept of transparency in Canada.102 In 
addition, some intelligence agencies, such as CSIS, 
have taken to publicly responding to their reports, 
including how it understands and plans to respond 
to NS-TAG’s recommendations. This will hopefully 
create a constructive dialogue and plan for action.103 
A remaining challenge is increasing the demand for 
this information among Canadians, who are generally 
unfamiliar with Canada’s national security agencies, 
despite seemingly having a high level of trust in 
them.104 



16page /

C A N A D A

V I I .  R E F O R M S

As a safe country, bordered by three oceans and a (nor-
mally) benign neighbour to its south, national security 
is seldom a pressing political issue in Canada. As such, 
legislators rarely bring forward legislation to update na-
tional security laws as there are few rewards for doing 
so. Instead, historically, national security legislation is 
normally brought forward in the aftermath of a scandal 
or crisis (like 9/11 or the 2014 Parliament Hill shoot-
ings), to which Parliament responds with omnibus bills 
consolidating various updates and reforms. 

The result is that legal authorities are often out of date, 
in some cases better reflecting an era of fax machines 
than iPhones.105 While CSIS and the CSE prefer clear 
lines for their activities, however, successive Canadian 
governments seem content with letting them operate in 
a sea of grey. 

Nevertheless, there have been some important steps 
taken. Between 2016-2019, Canada underwent its 
most significant and comprehensive national security 
reforms since 1984. The Trudeau government, elected 
on a platform that included the substantial reform of 
Canadian national security law, brought forward two 
pieces of legislation: Bills C-22 and C-59.106 These bills 
enhanced oversight and review of national security ac-
tivities, better defined the activities of CSIS (especially 
its datasets regime) and empowered the CSE to take a 
more offensive cyber-security stance. 

These reforms have brought Canada closer to its peers 
in terms of its ability to contribute to the security of the 
West and its allies, as well as in terms of the oversight 
and review powers of both parliamentary and statu-
tory bodies. Many of these reforms are also due to be 
reviewed by Parliament in 2023 (five years after they 
came into force), which may result in further changes. 

However, there are several areas where there remains a 
need for legislative reform. First, CSIS has been vocal 
about the need to modernize its authorities. While it has 
been vague about its specific modernization requests, 
it is generally understood that at least one relates to its 
concerns about the Service’s ability to lawfully inves-

tigate ideologically motivated violent extremists (IM-
VE),107 who tend to operate online and in loosely orga-
nized movements rather than specific groups. To what 
extent can the Service enter radical spaces online and 
look for threat-related behaviour without violating the 
meaningful expectation of privacy?108  

A second issue is access to basic subscriber information 
(BSI). In 2014, the Supreme Court of Canada found 
that the method by which government agencies were 
obtaining BSI without a warrant unreasonably infringed 
on Canadians’ Charter rights.109 Multiple Canadian gov-
ernments have sought to remedy this through legisla-
tion, but efforts have stalled. Officials accept that court 
authorization is necessary but note that the process to 
apply for a warrant for BSI (arguably the least intrusive 
warranted activity) is exactly the same as far more in-
trusive measures, such as conducting covert entries (the 
most intrusive power). In this sense the national secu-
rity community is advocating an approach with more 
gradation based on the level of intrusion, rather than a 
“one size fits all” approach. Critics raise concerns about 
privacy and note that the problems Canada faces in this 
area have more to do with investigative capacity than 
legal gaps.110  

Third, like other Five-Eyes countries, Canada is affect-
ed by the “going dark” debate with regard to encryp-
tion.111 Generally, this debate has been less prominent 
than in the United States. However, national security 
agencies have expressed the need for lawful access to 
encrypted information to counter violent extremists’ 
threats, particularly the RCMP who argue that Canada 
lags other countries in this area.112 Critics point out that 
mandated “backdoors” to encryption tools will proba-
bly not fix systemic problems in criminal and national 
security investigations, and actually make the job of 
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organizations like the CSE (with their responsibility 
to protect government systems) harder.113 At time of 
writing, it is not clear that there is a consistent position 
on the “going dark” issue that cuts across the Canadian 
national security and intelligence community.
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V I I I .  O T H E R 
I M P O R TA N T 
F A C T O R S

Overall, surveys suggest that Canadians continue to have 
trust and confidence in the national security and intelligence 
community – but very little familiarity with the agencies 
themselves. 

Overall, surveys suggest that Canadians continue to 
have trust and confidence in the national security and 
intelligence community – but very little familiarity with 
the agencies themselves. In 2018, only 30 percent of 
Canadians could name CSIS as the agency responsi-
ble for investigating threats to the security of Canada. 
Even worse, in 2020 only 3 percent of Canadians could 
name the CSE when asked which government agency 
is responsible for intercepting and analyzing foreign 
communications and helping protect the government’s 
computer networks.114 Yet, despite the lack of familiar-
ity with these organizations, the same surveys indicate 
that Canadians largely trust them, with large majorities 
expressing confidence in both CSIS and CSE.

While the Canadian national security and intelligence 
community can take some satisfaction in these findings, 
it does not mean there is widespread support for in-
creased levels of surveillance powers in Canada. Fol-
lowing the 2014 Parliament Hill shootings, the Stephen 
Harper government introduced sweeping legislation 
– some of which were likely unconstitutional.115 While 
initially popular, once Canadians learned more about 
the legislation, support for it fell dramatically. For one 
of the few (if not first) times in Canadian history, na-
tional security legislation and surveillance became an 
election issue, with opposition parties running on plat-
forms to repeal and/or reform the new national security 
powers.116  

Ultimately, changes in both the international and do-
mestic threat landscape may prompt national security 
concerns, and the role of surveillance, to a more prom-

inent role in Canadian public affairs than has tradition-
ally been the case. This includes IMVE threats, par-
ticularly in the aftermath of the Winter 2022 so-called 
“Freedom Convoy” movement, which challenged all 
levels of government in Canada. In addition, concerns 
about the long-term stability of its security alliances 
(including NATO and the Five Eyes) in an era of revi-
sionist authoritarian powers, means that Canada may 
soon have to invest more in its own security. Whether 
or not Canadian politicians will break with tradition and 
act in this area, or if the Canadian public will support 
them in doing so, remains uncertain. 
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