
T H E  D E V E L O P M E N T  O F  E L E C T R O N I C 
S U R V E I L L A N C E  N O R M S 
I N  T H E  N E T H E R L A N D S

Peter  Koop



N E T H E R L A N D S

1page /

W W W . S A F E A N D F R E E . I O 

A C K N O W L E D G E M E N T S

A B O U T  T H E  A U T H O R

This project was supported by funds from the Robert Strauss Endowment at the University of Texas 
at Austin and by a charitable gift from Microsoft.  Each paper in the Safe and Free series reflects the 
views of its author.  Editorial direction for the series was provided by Adam Klein, Director of the 
Robert Strauss Center for International Security and Law at the University of Texas at Austin.  We 
are grateful to Strauss Center staff members Ali Prince and Brittany Horton, and to associate editors 
Zachary Badore, Seth Greenwald, and Taylor Helmcamp, for their help in shepherding the Safe and 
Free series to publication.

Peter Koop studied law in Amsterdam and from a lifelong interest in signals 
intelligence, cryptography and communications security, he became an independent 
researcher sharing his findings on the weblog Electrospaces.net, in various other 
publications and through lectures. He is one of the few people in the world who 
systematically and critically studied the documents from the Snowden revelations. 
Koop is a member of the Netherlands Intelligence Studies Association (NISA) and 

he participated, as a recognized expert, in the debate about the new Dutch Intelligence and Security 
Services Act.  



N E T H E R L A N D S

2page /

C O N T E N T S

3   I. Origins and Early Developments 
 
5   II. The General Reorganization of 2002

6   III. New and Existing Oversight Commissions

7   IV. Operational Capabilities

7   V. SIGINT Operations by the NSO

8   VI. Cyber Operations by the JSCU

8   VII. International Cooperation and Oversight

9   VIII. Towards a New Law with Expanded Powers

9   IX. New Safeguards

10   X. The Referendum and the Latest Developments

11   XI. Conclusion



N E T H E R L A N D S

3page /

I .  O R I G I N S  A N D  E A R LY  D E V E L O P M E N T S

When it comes to interception of electronic 
communications, Dutch law initially reflected 
the basic distinction between lawful interception 
(LI), which takes place domestically, and signals 
intelligence (SIGINT), which is about collecting 
foreign communications. SIGINT may also take place 
domestically when foreign signals are accessible from 
domestic locations.1

In The Netherlands, lawful interception was initially 
carried out by the domestic security service, the 
Binnenlandse Veiligheidsdienst, or “BVD.” The BVD 
was established in 1949 and was modeled after the 
British security service MI5, which means that it 
is strictly separated from law enforcement. Almost 
right after it was founded, the BVD became a highly 
regarded partner of the CIA.2 

N O V E M B E R  2 0 2 3
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The Dutch Constitution plays almost no role when it 
comes to electronic surveillance.

For signals intelligence, the Dutch navy, army, and 
air force each had their own sections, which in 1988 
were merged into the new military intelligence service 
(Militaire Inlichtingendienst, or “MID”). These sections 
only collected SIGINT for military purposes, except 
for navy intelligence, which operated world-wide and 
collected political and economic information as well. 
The MID had its own codebreaking center, which 
once had been able to break the diplomatic ciphers of 
Belgium, Germany, Italy, and Turkey and could also 
read communications from various countries in the 
Middle East.3

All non-military intercepts were provided to the 
Dutch foreign intelligence service (Buitenlandse 
Inlichtingendienst, or “BID”; since 1971, this 
organization has been called the Inlichtingendienst 
Buitenland, or “IDB”). This organization, established 
in 1946, also conducted espionage for the benefit of big 
Dutch companies, but at the time that was not seen as a 
problem.4

In these early decades, the legal framework for the 
Dutch secret services was minimal: both the BVD and 
the BID were created and governed by a classified 
royal decree. This decree merely instructed the BVD to 
gather information about people and organizations that 
could pose a threat to The Netherlands or to friendly 
foreign powers. The task of the BID was to collect 
information abroad to support Dutch foreign policy.5 

The royal decree did not mention any specific powers 
or methods to be used, so when the BVD wanted to 
conduct a wiretap, this was justified only by its general 
mandate.6 In the 1960s, however, the government 
became worried about increasingly affordable 
equipment enabling the user to eavesdrop on other 
people’s conversations and phone calls. 

To safeguard a reasonable expectation of privacy, the 
Dutch penal code was changed in 1971 to prohibit 
eavesdropping by technical means or through a 
telephone network.7 An exception was made for the 
BVD, but only after prior approval by the Prime 
Minister and three other ministers. This had already 
been the practice before this was codified in the penal 
code, but as a matter of discretion rather than of law.8 

The law did not cover eavesdropping on wireless 
telephony, however. At the time, wireless 
communications could be rather easily intercepted 
by anyone, so people could not reasonably expect 
much privacy when communicating this way.9 This 
contrasted with cable-bound communications, which 
were only accessible by the telephone companies and 
therefore provided more privacy. Based upon this idea, 
the law did not address the legal basis for interception 
by the Dutch armed forces of radio and satellite 
communications.10

The first Dutch statute to delineate the roles of the 
intelligence services was the Intelligence and Security 
Services Act from 1987 (Wet op de inlichtingen- en 
veiligheidsdiensten, or “Wiv 1987”).11 However, the 
Act, like the royal decree, merely listed the tasks of 
the BVD, the IDB, and the military services without 
specifying, let alone limiting, their powers. The only 
exception was that they were only allowed to collect, 
register, and distribute personal data as far as it was 
necessary to fulfill their lawful tasks.12

The Dutch Constitution plays almost no role when 
it comes to electronic surveillance. In Article 13, it 
protects the secrecy of correspondence and, since 
1983, that of telegraph and telephone communications. 
However, only the opening of letters and packages must 
be authorized by a judge; other infringements may be 
authorized administratively without judicial approval.13 

Because Dutch courts are allowed to test laws against 
only treaties and not against the Constitution,14 the 
European Convention on Human Rights (ECHR) 
became the most important driver for developments in 
The Netherlands.
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I I .  T H E  G E N E R A L 
R E O R G A N I Z AT I O N 
O F  2 0 0 2

In this case, the key provision is Article 8, which says 
that “[e]veryone has the right to respect for his private 
and family life, his home and his correspondence.”15 
However, Article 8 continues to explain that the 
government can limit this right if the limitation is “in 
accordance with the law and necessary in a democratic 
society in the interests of national security, public safety 
or the economic well-being of the country, for the 
prevention of disorder or crime, for the protection of 
health or morals, or for the protection of the rights and 
freedoms of others.”16 Exactly when these limitations 
apply is decided by the case law of the European Court 
of Human Rights (ECtHR).

Thus, in 1994, the Dutch Council of State ruled that 
the Wiv 1987 was not compliant with Article 8 of the 
ECHR because it didn’t specify in which cases and 
under which circumstances each investigative method 
could be used.17 That prompted the Cabinet to prepare 
a completely new law. The timing was fortuitous: 
the government had also decided that the BVD (the 
domestic security service) should take over the foreign 
intelligence mission of the IDB (the civilian foreign 
intelligence service), which had been dissolved a few 
years earlier because of its failure to coordinate with 
its customers at other government departments. It was 
also affected by longstanding conflicts among its staff, 
which the Prime Minister’s department was unable to 
resolve.18

been copied into the current Wiv 2017, so they still 
apply today. 

The law also reorganized the Dutch services: The BVD 
was turned into the General Intelligence and Security 
Service (Algemene Inlichtingen- en Veiligheidsdienst, 
or “AIVD”) and also became responsible for foreign 
intelligence on civilian topics. Its primary tasks are 
investigating individuals and organizations who impose 
a threat to national security, as well as conducting 
investigations about other countries on topics 
determined by the Prime Minister and the Ministers of 
Foreign Affairs and Defense.19

 
Similarly, the MID was renamed as the Military 
Intelligence and Security Service (Militaire 
Inlichtingen- en Veiligheidsdienst, or “MIVD”) to 
better reflect its additional responsibility for military 
security. Its initial task of providing intelligence about 
the armed forces of foreign powers was supplemented 
with investigations to support international crisis 
management and peace-keeping missions. The MIVD 
also enacted a separate foreign intelligence mission to 
address military-related topics.20

 
In general, the Wiv 2002 said that these tasks should be 
necessary for national security, a criterium which was 
derived from ECHR Article 8 and which is therefore 
subject to the case law of the European Court.21 The 
Dutch Parliament did not want national security to 
include “vital economic interests of the Netherlands,” 
which the Cabinet had proposed.22

 
It is important to note that since the enactment of the 
Wiv 2002, each of the Dutch secret services combine 
domestic security and foreign intelligence tasks. This is 
different from many other countries, where these tasks 
are often conducted by separate agencies and covered 
by different laws, usually with strict regulations for 
monitoring their own citizens and less strict or even 
no rules for foreign intelligence operations.23 This 
is because there is just one legal framework in The 
Netherlands, so both domestic and foreign operations 
are governed by the same provisions and safeguards.24  
This means there is no need to differentiate between 
the nationality of targets or to separate foreign and 
domestic communications, which has turned out to be a 
problem for the U.S. NSA25 and for the German foreign 
intelligence service BND.26

After almost three years of deliberation in Parliament, 
the new Intelligence and Security Services Act (Wiv 
2002) came into effect on May 29, 2002. For the first 
time, the various investigatory powers were specified 
along with safeguards and general norms for their 
implementation. Where the Wiv 1987 had just 26 
articles, the new law had 106, and most of them have
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It is important to note that since the enactment of 
the Wiv 2002, each of the Dutch secret services 
combine domestic security and foreign intelligence 
tasks. This is different from many other countries.

I I I .  N E W  &  E X I S T I N G 
O V E R S I G H T 
C O M M I S S I O N S

The Wiv 2002 contained an exclusive list of 
investigatory powers, which were in fact a codification 
of what the services were already doing in practice.27 
There are general powers and special powers. General 
powers range from using open-source information to 
acquiring information from informants and foreign 
partners and do not require external approval. The 
special powers are more intrusive and therefore need 
prior authorization by the responsible minister.28 Prior 
authorization is generally valid for a maximum of three 
months, after which an extension for the same period 
can be requested for as long as necessary.
 
Except in the case of opening letters and packages, 
there was no authorization required by an independent 
judge. A request for authorization had to, and still 
must, satisfy three general norms which the Wiv 2002 
introduced for the use of special powers:29

1. Necessity: a method must be necessary to fulfill the 
mission as described by the law, which means there 
must be a threat to national security that cannot be 
mitigated otherwise.

2. Proportionality: the consequences of a certain 
method may not result in a disproportionate 
disadvantage for the person concerned compared to 
the goal that is pursued.

3. Subsidiarity: a method may only be used when 
the goal cannot be achieved in a way that is less 
intrusive for the person concerned.

Besides powers for human intelligence operations, the 
Wiv 2002 specified the following special powers for 
collecting electronic data and communications:

• Accessing computers and computer systems, better 
known as hacking.30 This power covers targeted 
interception, which not only includes telephone and 
internet taps and the use of directional microphones, 
but also interception of radio traffic.31 No external 
authorization was required for the interception of 
military radio channels.32

• Exploration (“search”) of wireless communications 
to or from other countries.33 Because content was 
only collected through short and random snapshots, 

no external authorization was required.34

• Untargeted or bulk interception of wireless 
telecommunications to or from other countries.35  
Authorization by a minister was not required for 
storing these data, but only when analysts selected 
specific content by using selectors like phone 
numbers, email addresses, and keywords.36

• Requesting subscriber information and metadata 
for individual targets from telecommunications 
providers, which had to be authorized only 
internally.37

Under the Wiv 2002, the secret services could also 
request any company or government agency to hand 
over stored data, but these parties were not obliged to 
comply. Meanwhile, however, the use of cloud storage 
became common and so the Wiv 2017 introduced a new 
article containing an obligation for any party to hand 
over stored data or communications at the services’ 
request. Given this obligation’s high impact on the 
target’s privacy, this requires prior authorization by a 
minister.38

The Wiv 2002 also introduced a new, independent 
oversight body called Review Commission for the 
Intelligence and Security Services (Commissie van 
Toezicht op de Inlichtingen- en Veiligheidsdiensten, or 
“CTIVD”). This commission has access to the buildings 
of the AIVD and MIVD and is allowed to question 
AIVD and MIVD employees and look into their files, 
computer systems, and archives, which at the time 
made the CTIVD one of the best-equipped oversight 
bodies in the world.39 The public reports about its in-
depth investigations provide a sometimes remarkably 
detailed insight into the work of the Dutch services.40  
Over the years, there has grown broad appreciation and 
respect for the expertise and quality of the work of the 
CTIVD.41 
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V.  S I G I N T 
O P E R AT I O N S  B Y 
T H E  N S O

Besides the CTIVD, there is also the parliamentary 
commission for the Intelligence and Security 
Services (Commissie voor de Inlichtingen- en 
Veiligheidsdiensten, or “CIVD”), which was established 
in 1952 and was one of the first parliamentary 
oversight commissions in the world.42 Beginning in 
2003, membership of the commission was open to 
the parliamentary leaders of all (nine) political parties 
represented in the lower chamber of parliament. In 
2016, however, membership was scaled back to the 
five largest parties; the exact reason for the change 
was not disclosed.43 Because there were concerns 
about the efficacy of the CIVD, experts proposed to 
add specialized members of parliament. Instead, the 
commission decided to add a full-time advisor and 
improve the flow of information from the agencies.44 

By specifying the various investigatory powers, 
their safeguards, and the new independent oversight 
commission, the Wiv 2002 largely met the requirements 
imposed by the European Court. But it basically 
allowed the services to continue what they had already 
been doing, rather than adjust the rules to account 
for the rapid emergence of the internet the increasing 
predominance of submarine fiber-optic cables over 
satellite links for intercontinental communications.

This technological shift coincided with the start of the 
Global War on Terror after the attacks of September 11, 
2001. The Dutch government responded to the attacks 
with an action plan that included increasing the satellite 
interception capability.45 Satellites were still important 
for military and diplomatic communications, especially 
in remote areas, where terrorist organizations like Al-
Qaeda used them as well. To realize this plan, it was 
decided to create a new national signals intelligence 
organization (Nationale Sigint Organisatie, or “NSO”), 
the formation of which started in 2003 and was 
finished in 2007.46 The NSO was part of the MIVD, 
but it also worked for the AIVD and was therefore less 
independent than the U.S. NSA.

The NSO began with replacing the satellite intercept 
station at Zoutkamp, which had just two dishes, with a 
new facility near the village of Burum, which became 
fully operational in 2008 and has 15 satellite dishes.47 
The NSO also incorporated the mobile SIGINT units, 
which are deployed at military operations abroad, as 
well as the high-frequency radio interception station 
at Eibergen, which was completely modernized 
around 2010.48 Press disclosures indicate that the 
NSO has contributed significantly to anti-piracy and 
counterterrorism missions, filling collection gaps of 
the NSA, and other allied services.49 Another press 
report suggested that the NSA had intercepted a large 
number of Dutch phone calls, which was assumed even 
by Interior Minister Ronald Plasterk. However, during 
a court case in early 2014, the government admitted 
that the number was actually about metadata which the 
NSO had collected during military missions abroad and 
subsequently shared with the Americans.50

Edward Snowden himself apparently also 
misunderstood the situation in The Netherlands when 
he said that the Dutch intelligence services are the 
“surveillance kings of Europe”51 –– this statement 
actually applies to the Dutch police force, which 
conducts about 25,000 taps a year, but therefore 
rarely conducts undercover observation and bugging 
operations, which are considered more intrusive 
and controversial.52 The annual number of targeted 
interceptions by the Dutch secret services rose from 
559 in 2002 to 1,930 in 2022 for the AIVD and from 19 
in 2004 to 704 in 2022 for the MIVD.53 
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V I .  C Y B E R 
O P E R AT I O N S  B Y 
T H E  J S C U

V I I .  I N T E R N AT I O N A L
C O O P E R AT I O N  &
O V E R S I G H T

For a small country like The Netherlands, cooperation 
and intelligence exchanges with foreign powers is often 
considered to be of vital importance.

No other statistics about data collection are published, 
but the AIVD and MIVD each produce an unclassified 
annual report which describes threats and focus areas in 
general terms.54 Sometimes, lower-level regulations and 
policy documents are publicly available –– for exam-
ple, the agreement establishing the Joint Sigint Cyber 
Unit (JSCU) in 2014,55 and some additional safeguards 
which were implemented after the government lost the 
referendum of 2018 (see below).56 

In 2014, the JSCU was created to integrate signals intel-
ligence collection by the NSO with the hacking exper-
tise of the AIVD. With these combined capabilities, the 
JSCU can be seen as the Dutch equivalent of the U.S. 
NSA and Government Communications Headquarters 
(GCHQ), albeit much smaller, as it started with some 
350 employees. Like the former NSO, it is not an inde-
pendent organization, but a joint unit of the AIVD and 
MIVD. Nonetheless, the JSCU is considered among 
world’s top five cyber powers, capable of creating hack-
ing tools just as sophisticated as those of GCHQ, for 
example.57

In January 2018, press reports revealed that in 2014 the 
JSCU successfully infiltrated a Russian hacking group 
known as Cozy Bear, or APT29. Having access to their 
computer network, the Dutch observed how the Russians 
hacked major targets in the United States such as the 
Democratic National Committee (DNC) and the unclas-
sified networks of the State Department and the White 
House. The JSCU even managed to hack a security cam-
era in the corridor leading to Cozy Bear’s workspace, 
which allowed it to identify the Russian hackers.58 Even-
tually, the AIVD tied Cozy Bear to the Russian foreign 
intelligence agency SVR and alerted its American coun-
terparts in the summer of 2015.59

For a small country like The Netherlands, cooperation 
and intelligence exchanges with foreign partners is 
often considered to be of vital importance. At the BVD, 
the rule of thumb was that one-third of information 
comes from open-source, one-third from your own col-
lection efforts, and one-third from partner agencies.60

Since such international cooperation is one of the most 
sensitive and closely guarded secrets, the general pub-
lic was not aware of it until the Snowden revelations, 
which illustrated that Dutch military intelligence works 
closely with the NSA. The AIVD is also not a small 
player, and over the years it has built up an excellent 
reputation among its foreign partners.61

This international cooperation usually falls outside the 
mandate of the national intelligence oversight bodies. 
In 2014, the chairman of the Dutch CTIVD had already 
taken the initiative for cooperation between the over-
sight bodies from Belgium, Denmark, Norway, and 
Switzerland in order to exchange experiences and meth-
ods to fill this growing oversight gap.62 In 2019, the 
British oversight authority IPCO also joined this group, 
which then established itself as the Intelligence Over-
sight Working Group.63 
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The Wiv 2017 also expanded the hacking power by 
allowing the hacking of computer systems used by third 
parties whenever necessary to egt access to data of the 
intended target.

With an exponential growth of internet 
communications, it was felt that without access to 
internet backbone cables, the Dutch intelligence and 
security services would become “deaf and blind.”64 
This was also recognized by the independent Dessens 
Commission, which conducted the first evaluation 
of the Wiv 2002. This commission began its work in 
February 2013, but when it published its report on 
December 2, things had changed dramatically because 
of the Snowden revelations that had started in June of 
that year.

The Dessens Commission recommended to provide 
the Dutch services with the power they were hitherto 
deprived of by the Wiv 2002: untargeted interception 
of cable-bound communications. But, according 
to Snowden, this was exactly one of the methods 
which the NSA and GCHQ allegedly abused for 
indiscriminate mass-surveillance.65

The bulk collection of cable-bound communications 
was implemented by making the existing provision that 
applied to only wireless communications “technology 
independent.”66 This means that the rules apply 
regardless of the communications technology being 
used, which was a general aim for the new law in order 
to make it future-proof in a world in which technology 
develops much faster than laws.

The Wiv 2017 also expanded the hacking power by 
allowing the hacking of computer systems used by third 
parties whenever necessary to get access to data of the 
intended target. Although this received less attention 
than the bulk cable tapping, it gives the JSCU the same 
controversial power which GCHQ used in 2010 to 
hack the network of the Belgian telecommunications 
company Belgacom as a means to gain access to targets 
elsewhere.67

A much less-noticed new feature of the Wiv 2017 is 
the integrated directive (Geïntegreerde Aanwijzing, or 
“GA”). In this classified document, the Prime Minister, 
Interior Minister, Defense Minister, Foreign Minister, 
and Justice Minister describe the intelligence needs, 
their priority, and their degree of coverage for the next 
four years. Under the Wiv 2002, there was only such a 
directive for the foreign intelligence missions of both 
services while the AIVD determined the priorities for 
threats to domestic security on its own, based upon its 
tasks provided by the law. The Wiv 2017 removed this 
difference between foreign and domestic topics and 
now the GA encompasses all tasks.68

V I I I .  T O W A R D S  A 
N E W  L A W  W I T H 
E X P A N D E D  P O W E R S

I X .  N E W 
S A F E G U A R D S

To address the concerns in society, the Cabinet had 
introduced a new kind of safeguard in the form of an 
independent review commission (Toetsingscommissie 
Inzet Bevoegdheden, or “TIB”), which must approve all 
requests for deployment of the most intrusive powers 
after they have been authorized by one of the ministers. 
With its ex ante review, this commission is different 
from the CTIVD, which is responsible for oversight 
during and after the operations of the Dutch services. 

The TIB consists of two former judges and one 
member with relevant technical expertise, but it was 
not established as a judicial body because judges may 
not have jurisdiction over foreign nationals.69 However, 
for intercepting communications between lawyers and 
their clients and between journalists and their sources, 
there must be prior approval by the district court of The 
Hague.70 
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A rather complicated set of safeguards was created for 
the extended power of bulk collection. Now there are 
three stages, during each of which the AIVD and MIVD 
need prior authorization from their respective minister, 
followed by approval by the TIB. Simplified, these 
three stages are:

1. Acquisition: data channels of interest are copied 
from fiber-optic cables and satellite links and their 
traffic can be stored for up to 3 years.

2. Preparation: this includes finding out the type of 
traffic as well as finding new selectors related to 
already known ones.

3. Processing: conducting (automated) analysis 
of bulk metadata and selecting the content of 
communications using phone numbers, internet 
identifiers, and keywords.

X .  T H E  R E F E R E N D U M 
&  T H E  L AT E S T 
D E V E L O P M E N T S

After the new Intelligence and Security Services Act 
(Wiv 2017) had been enacted on August 17, 2017, a 
group of five critical students managed to get enough 
support for an advisory referendum about the new law 
–– the first and so far only referendum in the world 
on intelligence and security services. Arguments 
made against the law included the threat to privacy by 
broader hacking powers and the exchange of data with 
foreign partners. Most critized was the untargeted cable 
tapping, which adversaries successfully framed as a 
“dragnet” able to pull in communications of millions of 
innocent citizens and thereby creating a chilling effect 
on free speech.71 Digital rights activists, scholars, and 
supporters of the law held many debates and lectures 
around the country,72 and on March 21, 2018, it turned 
out that 49.4 percent of the votes were against and 46.5 
percent were in favor of the new law, with 4 percent 
blank votes.73 

In response, the lower chamber of Parliament insisted 
on an additional legal safeguard: the implementation of 
both the general and the special powers now must be 
“as targeted as possible,” which is interpretated to mean 
that “information that is not strictly necessary for an 
investigation has to be reduced to a minimum, given the 
technical and operational circumstances of the case.”74 

Soon, reports by the oversight commission CTIVD 
made clear that the Wiv 2017 was not as future-proof as 
intended. Not only can untargeted cable tapping result 
in the collection of huge amounts of data, but this also 
happens through so-called bulk hacks in which the 
JSCU acquires very large sets of data which are then 
kept indefinitely.75

Very large sets of data, such as data containing airline 
passenger information, are also acquired through 
informants,76 while large quantities of open-source 
information are queried by using automated tools.77  
Because these are general powers, all of this happens 
without authorization by the requisite minister and 
subsequent approval by the TIB. 

These issues were also identified in the extensive 
report of an independent commission that in 2020 
evaluated the implementation of the Wiv 2017 and 
recommends, among many other things, new and 
uniform provisions for bulk data sets regardless of how 
they are acquired. This could include prior approval 
for their acquisition and applying stricter rules for data 
from untargeted interception and bulk data sets from 
other sources, which would mean limiting analysts’ 
access, limiting the retention period, and applying 
safeguards for sharing with foreign partners.78 The 
commission also recommended a separate provision 
for exploring telecommunication networks before 
the actual interception process.79 Besides technical 
complications, the lack of such a provision appeared 
to be one of the reasons that bulk cable tapping did not 
become operational until four years after the Wiv 2017 
came into force.80 
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The Netherlands is a small country, but its intelligence 
and security services are valued by its foreign 
partners for being “technically competent and 
highly motivated.”81 Since 2002, its operations have 
been regulated by a detailed law in order to meet 
the requirements of the European Human Rights 
Convention. But when targets had to be found among 
a rapidly increasing volume of internet traffic, the 
fact that the Wiv 2002 offered no opportunity for bulk 
collection of cable-bound communications was viewed 
as a significant limitation.

This was repaired by the current law, but it came with 
a complex system of safeguards that did not align with 
current practices. Because of this focus on untargeted 
interception, the increasing impact of hacking 
operations and bulk data sets had been ignored.82 This 
means that already within five years after its enactment, 
a substantial reform of the Wiv 2017 is necessary, and 
during such reform the most important investigatory 
powers and their safeguards must be balanced once 
again.

What might this entail? For bulk data sets, the law 
should apply a uniform regime, regardless of their 
origin, while for hacking operations the Dutch services 
probably need more leeway to keep up with the speed 
of their adversaries.83 Safeguarding privacy rights may 
then require a new form of real-time oversight, which 
means the relationship between the old and the new 
oversight body would need adjustment as well. Finally, 
untargeted cable tapping needs further evaluation, as 
this method only recently became operational. 

X .  C O N C L U S I O N
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