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I .  I N T R O D U C T I O N

Electronic surveillance is conducted in Poland on a 
relatively large scale, mostly as a method practiced 
by law-enforcement services for preventing and 
combating crime, as well as for protecting the state 
and national security against foreign interference. 
However, electronic surveillance has become a tool 
of political struggle, especially since the Law and 
Justice (PiS) party’s electoral victory in 2015. Poland 
has experienced a democratic backsliding marked by 
the ongoing constitutional crisis, political control over 
the judiciary, and defiant posture towards European 
law.1 This disquieting process has exerted considerable 
impact on Polish intelligence and security services in 
terms of their organization, institutional arrangements, 
human resources, professionalism, and – last but not 
least – legality of their activities.

Since the transition to democracy in Poland in the 
early 1990s, the intelligence services have grappled 
with the problem of their questionable reputation 

and effectiveness. Initially, the Communist past 
was a burdensome factor in the organization of 
intelligence apparatus. The right-wing government’s 
2006 reorganization of the defense intelligence 
services provoked new troubles: sensitive information 
concerning intelligence officers and their activities 
was disclosed in a government report on the disbanded 
military intelligence organizations. This shook the 
reputation of the Polish authorities and weakened 
the confidence of the allies in the newly established 
intelligence services as a reliable partner. 

After 2015, the new right-wing ruling coalition eroded 
safeguards against politicization of intelligence 
services, especially those involved in domestic 
activities. Due to the significant outflow of personnel 
(partially subject to the lack of professionalism of 
newly appointed officers), the special services struggled 
to operate effectively and reliably. Underfunded and 
often mismanaged, they were increasingly vulnerable to 
external threats and prone to internal failures. Several 
domestic spy scandals and leaks revealed serious flaws 
in counterintelligence. Reliance on commercial support 
from foreign contractors showed in-house technological 
shortcomings.

Legal reforms introduced in 2016 extended to some 
extent the powers of intelligence and law-enforcement 
services, especially in the area of electronic 
surveillance. Concurrently, they weakened privacy 
safeguards and civil liberties guarantees. What is 
particularly problematic regarding Polish intelligence 
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services is the lack of organizational and functional 
separation between the special services and law 
enforcement authorities. Hence, what is commonly 
considered a safeguard against the risk of arbitrary use 
of information obtained in secrecy is instead to be a 
serious deficiency in the Polish case.2 As Mateusz 
Kolaszyński rightly ascertains, “[s]uccessive Polish 
governments have supported reforms that tend to 
increase surveillance powers…Security services can 
push for beneficial solutions for themselves, such as 
unlimited access to information. The success of these 
policies also derives from the weakness of institutional 
arrangements, including the political weakness of the 
opposition, low public awareness, and a lack of real 
independent oversight. Overall, there is institutional 
support for broad surveillance powers and a lack of 
significant safeguards against such policies in Poland.”3

Electronic surveillance in Poland is mostly exerted 
domestically.  Scant information on overseas 
surveillance conducted by intelligence agencies (both 
civil and military) allows for a tentative conclusion 
about underdevelopment of personal, technical, and 
financial capacities and reliance on Poland’s allies. 
Hence, electronic surveillance is mostly a method used 
for purposes of “operational surveillance” by special 
services and other state security agencies responsible 
for law enforcement and the protection of public 
order. Electronic surveillance is heavily used by these 
services, with limited control and oversight. 
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I I .  I N S T I T U T I O N S

The Polish system of intelligence agencies and 
security services is complex and opaque. It 
encompasses roughly a dozen institutions empowered 
with specific competencies regarding intelligence, 
surveillance, and law enforcement. Few other 
countries have such a variety of institutions wielding 
surveillance powers.

The Polish system of intelligence agencies and security 
services is complex and opaque. It encompasses 
roughly a dozen institutions empowered with specific 
competencies regarding intelligence, surveillance, and 
law enforcement. Few other countries have such a 
variety of institutions wielding surveillance powers. 

The status of “special services” is given to five 
entities: two of them are foreign intelligence agencies 
(the civilian Intelligence Agency, AW, and the 
Military Intelligence Service, SWW), and two others 
perform counter-intelligence tasks (the Military 
Counter-Intelligence Service, SKW, and the Internal 
Security Agency, ABW). The ABW is focused on 
counterintelligence, law-enforcement activities in the 
investigative stage, and the protection of classified 
information. 

The last special service is the Central Anti-Corruption 
Bureau (CBA), another law-enforcement body. CBA 
specializes in combating corruption, fraud, swindling, 
and embezzlement of public funds. These five services 
are authorized to use electronic surveillance for 
operational purposes. The foreign intelligence agencies 

(AW and SWW) are allowed to use electronic and 
signals intelligence abroad or in Polish territory only if 
the operational activities abroad so require. Moreover, 
they need to request ABW or SKW to carry out such 
activities within Poland. 

Apart from the special services, several law-
enforcement institutions and security forces are 
endowed with powers to use surveillance techniques 
and tools for operational activities.They include: Police, 
Border Guards, National Revenue Administration, 

Military Police, Office for Internal Oversight of 
the Ministry of the Interior and Administration, 
State Protection Service, and Penitentiary Service 
(specifically, its Internal Inspectorate). For simplicity, I 
will continue to use the general term “security services” 
for the above-mentioned special services, law-
enforcement agencies, and security forces.

This institutional mosaic makes it difficult to coordinate 
the activities of all security services in a timely and 
efficient manner. Formally, it is the Prime Minister 
who appoints the heads of the special services and 
other security agencies, either directly (in the cases of 
ABW, AW and CBA) or at the request of a competent 
Minister. The latter exercises supervision of the head of 
a relevant service, draws up guidelines, formulates and 
implements operational plans, and authorizes the use 
of appropriate methods and tools, including electronic 
surveillance. 

Polish law endows the Prime Minister with substantial 
oversight capabilities, including those related to direct 
supervision, as well as to the oversight of activities 
of the special services. However, the Supreme Audit 
Office, in a classified report produced in 2014, found 
that oversight exercised by the Prime Minister lacks 
efficacy, since s/he neither possesses full knowledge of 
the internal procedures applied by the special services, 
nor verifies accuracy of operational activities in the 
completed cases. Essentially, the legal provisions 
concerning supervision of the special services deprive 
the Prime Minister of effective oversight and control 
powers with regard to many activity areas of those 
services.

Given the entangled structure of the security services, 
a Minister-Coordinator for Special Services may be 
established within the government to fulfill tasks 
assigned by the Prime Minister concerning supervision 
over the civilian services and control over the military 
services, as well as their cooperation with other security 
agencies. Currently this role is assigned to the Minister 
for Internal Affairs and Administration. 

The executive branch also has an advisory and 
consultative body at its disposal. This is the Council for 
Special Services, which is connected to the Chancellery 
of the Prime Minister and chaired by the head of 
the government.  The Council is entitled to give its 
opinion and advice covering matters of programing, 
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supervision, and coordination of activities of the special 
services and other relevant agencies charged with 
protection of state security. 

A significant difference exists between the civilian 
and military components of the special services. The 
civilian agencies (ABW, AW and CBA) are directly 
subordinated to the Prime Minister. By contrast, 
the two military special services (SWW and SKW), 
responsible for the protection of the Armed Forces 
and the proper functioning of the national defense 
structures, are accountable to the Minister for National 
Defense. Concomitantly, law-enforcement institutions 
and security guards are answerable to the Minister for 
Internal Affairs and Administration.

The civilian foreign intelligence service, AW, is charged 
by statute with the task of “providing electronic 
surveillance.”4 However, that term is not further 
clarified in secondary law, making it susceptible to 
further interpretations of the contents and meaning of 
this category.

Likewise, military intelligence (SWW) is authorized 
to “provide electronic surveillance for the Armed 
Forces of the Republic of Poland” and military 
counterintelligence (SKW) is empowered to “carry out 
counter-signals intelligence.”5 The latter is permitted 
to observe and record by technical means the image of 
events in public places and the sound accompanying 
these events during operational and reconnaissance 
activities. The remaining two special services, focused 
on law enforcement, were also granted significant 
surveillance powers. ABW is authorized to “obtain, 
analyze, process and transfer to the competent 
authorities information that may be relevant to internal 
security of the state and to its constitutional order,” 
which includes the gathering of data and information 
through the use of electronic devices. 

Lastly, CBA, the anti-corruption agency, is empowered 
to undertake operational surveillance6 which is 
conducted in secrecy and consists of monitoring 
the means of communication and other elements of 
telecommunications networks, such as computers and 
IT systems, telephones, databases, e-mails etc., in 
order to obtain and record the content of conversations, 
images and voices of people, and electronic 
communications. 

Operational surveillance can also be conducted by 
other law-enforcement bodies and security forces. They 
are authorized to collect, process and share metadata 
regarding telecommunications, such as geographical 
location of mobile devices, dialed numbers, duration 
of calls, URLs of visited websites, log-ins, e-mail 
addresses, etc.
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I I I .  R E L E V A N T  L A W

 As a member of the European Union, Poland is obliged 
to respect EU law and its provisions concerning human 
rights, enshrined in the preamble and in Article 6 of the 
Treaty on European Union. 

The Polish Constitution of 19977 guarantees the right 
to legal protection of private life of everyone, as 
well as freedom and privacy of communication. Any 
limitations may be imposed only for the sake of state 
security and public order, or public morals. 

Poland is also party to international agreements on 
human rights, including the European Convention 
for the Protection of Human Rights and Fundamental 
Freedoms. As a member of the European Union, 
Poland is obliged to respect EU law and its provisions 
concerning human rights, enshrined in the preamble and 
in Article 6 of the Treaty on European Union. Poland 
is partially exempted from the Charter of Fundamental 
Rights (by force of an opt-out protocol to the Lisbon 
treaty), which includes respect for private and family 
life (Article 7) and the protection of personal data 
(Article 8). However, the effect of the opt-out on the 
Charter’s applicability in Poland is disputed8 and has 
become one of the most salient aspects of the protracted 
friction between the EU and the Polish government.

Electronic surveillance is regulated by several statutes.  
The Act of 2002 on the Internal Security Agency 
and the Intelligence Agency, the Act of 2006 on the 
Military Intelligence Service and the Military Counter-
Intelligence Service, and the Act of 2006 on the 
Central Anti-Corruption Bureau all contain provisions 
concerning electronic surveillance and signals 

intelligence. However, those provisions are general and 
devoid of legal precision. 

The judgement of the Constitutional Tribunal delivered 
in 2014 in case no. K 23/11 declared the provisions on 
data retention unconstitutional and required appropriate 
legislative amendments.9 However, with the change of 
government in 2015, the new laws adopted in 2016 did 
not implement the main conclusions of the judgement; 
instead, they broadened the powers of the special 
services and relevant law-enforcement bodies.10 The 
so-called Surveillance Law of January 2016, which 
amended the Police Act of 1990 and the constitutive 
laws of other security institutions, expanded access 
of the security services to communications data.11 
They were authorized to collect and process metadata 
from electronic communications via the Internet, 
including those unrelated to any crime. Metadata 
could be downloaded automatically through electronic 
communication operators and service providers without 
any individual permission or authorization and without 
any control of the legality of this process by the 
operators and providers.12 

The powers of the special services further increased 
as a result of the Act on Anti-Terrorist Activities 
adopted in May 2016. The Internal Security Agency 
(ABW) was authorized to order wiretapping of 
foreigners suspected of terrorist activities without court 
warrants.13 The Head of ABW was obliged to keep a 
confidential register of persons who may be associated 
with terrorism. Yet, in creating and maintaining such 
register, ABW was exempt from the obligation to 
respect the principles of necessity and proportionality.

The Act also made it easier to use the fruits of 
electronic surveillance in criminal prosecutions.  For 
the first time, foreigners as criminal suspects could 
be charged on the basis of information gathered 
during a wiretap. Moreover, such information might 
be sufficient to commence a criminal investigation, 
including for the prosecutor’s request for pre-trial 
detention.14
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Yet another noteworthy legislative change came with 
an amendment to the Code of Criminal Proceedings, 
which legalized the so-called “fruits of the poisonous 
tree.”15 This meant that evidence obtained during 
electronic surveillance in breach of the law could be 
subsequently used in criminal proceedings, subject 
to the prosecutor’s decision. This should be read in 
conjunction with another legislative change enacted 
in 2016, which amended the Act on the Prosecutor’s 
Office. As a result, a prosecutor does not bear a 
disciplinary responsibility for blatant infringements of 
the law, insofar as s/he acts in pursuit of the “public 
interest.” The same amendment merged the office of the 
Public Prosecutor General with that of the Minister for 
Justice, which meant that the Prosecutor General was a 
member of the government, representing the executive 
branch dominated by the ruling coalition. Overall, 
politicization of the judiciary considerably weakened 
independent judicial review of the actions of the 
special services and other relevant security forces, thus 
exposing citizens to the risk of unlawful acts and abuse 
of administrative powers.
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I V.  S U R V E I L L A N C E 
P R O C E S S The number of applications for operational surveillance 

has increased in recent years. In 2021, there were 
7,000.

Electronic surveillance of domestic targets takes two 
forms: (1) bulk metadata collection, consisting mostly 
of acquiring and processing communications data; (2) 
targeted operational wiretapping.

Metadata collection includes telecommunications, post-
al and Internet data. The vast majority (97.7%) of meta-
data processed in 2016–2020 were telecommunications 
data. Internet data accounted for 1.6%.16 Metadata may 
be processed for the purposes of either judicial proceed-
ings or operational surveillance.

In the case of judicial proceedings, judges or prosecu-
tors are authorized to get access to metadata and pro-
cess it. No ex-post oversight is required.

The surveillance procedure significantly differs from 
those regarding judicial proceedings and wiretapping. 
The requesting security services are authorized to pro-
cess metadata, to which the subsidiarity clause (least-in-
trusive means) does not apply. Communications opera-
tors and providers are obliged to give access to retained 
metadata. No prior judicial consent is required. Only 
ex post judicial review is allowed. Interestingly, both 
defense intelligence organizations are not mentioned at 
all in those regulations.

Bulk Metadata Collection

Targeted Wiretapping

Targeted wiretapping follows the procedure established 
by the Police Act and appropriate Acts concerning the 
security services. The head of each special service or 
appropriate security institution submits an application 
to the district court in Warsaw. In the case of military 
services (SKW and the Military Police) it is the 
Military Court in Warsaw. The heads of two security 
services, the Police and the Border Guard, can lodge 
an application to other district courts. Before seeking a 
court order, however, the head of each security service 
must obtain written consent from the public prosecutor. 

The huge majority of the applications (97% on average) 
are approved by the courts. This is due to the procedure 
itself. The judges are obliged to issue a positive 
decision if an application is correct in formal terms and 
in conformity with the principles of proportionality and 
subsidiarity (i.e., the least-intrusive means). Typically, 
the court will reject an application only if there are 
glaring legal defects. The requesting service may then 
correct the application and re-submit it.

The maximum period of operational surveillance is 18 
months, implemented in several phases. Surveillance 
by the counterintelligence services (ABW, SKW) 
may be extended for an additional 12 months. Each 
extension requires appropriate justification and follows 
the ordinary procedure, i.e., the court takes the decision, 
acting at the request of the competent institution, after 
the service has received consent from the prosecutor. 

In practice, this means that counterintelligence 
surveillance may last years. 

The number of applications for operational surveillance 
has increased in recent years. In 2021, there were 
7,000. Most applications of operational surveillance 
come from the Police (85% in 2021), followed by the 
Border Guard (4.1%), Anti-Corruption Bureau (CBA, 
with 3.1%) and Internal Security Agency (ABW, with 
2.5%).17
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Foreign Targets

When it comes to foreign targets in the territory of 
Poland, the Anti-terrorist Act of 2016 legalized wiretap-
ping of foreigners (including citizens of the EU) with-
out the consent of the court. The Head of ABW may or-
der, notifying forthwith the Prosecutor General and the 
Minister-Coordinator of Special Services (if appointed), 
electronic surveillance for a period not longer than 
three months of a person who is not a citizen of Poland 
and is suspected of involvement in terrorist activities. 
The Prosecutor General may halt surveillance. After 
the completion of the operational activities, the Head of 
ABW provides the Prosecutor General with the results 
and – if requested by the prosecutor – details about the 
operation.

Polish special services develop their operational and 
technical capabilities with limited public scrutiny. The 
law does not stipulate which measures and tools are 
allowed, leaving open the possibility that the latest and 
most advanced technical measures are applied. Little 
is available from open sources; only occasional media 
leaks and opinions of former top intelligence officials 
shed some light on this.

Domestic surveillance relies mostly on software pur-
chased from abroad, though some in-house software is 
also used. In 2017 Poland became one of the custom-
ers of the Israeli cybersecurity company NSO Group, 
which offered its Pegasus spyware for government 
intelligence and law-enforcement services. 

The manner of purchasing the software and the scope 
of its use have raised serious legal concerns and accusa-
tions that the authorities used Pegasus against political 
opposition. Pegasus was purchased by CBA from the 
Justice Fund, which was created to compensate victims 
of crimes. This was in a sharp breach of the provisions 
of the Act on CBA, which requires that the Agency be 
financed exclusively from the state budget in order to 
ensure accountability and parliamentary control. 

Moreover, the surveillance software was used not 
only as a tool to fight organized crime or terrorism but 
also to wiretap political opponents and civil society 
activists.18  According to the opposition, prior to the 

parliamentary elections in 2019, communications of 
the electoral committee of the main opposition party, 
Civic Platform, were obtained by special services from 
phones bugged with the Pegasus spyware. Allegedly, 
the messages were then manipulated and used in a mas-
sive disinformation campaign.19 

There are no legal restrictions on domestic collection 
targeting people located abroad. The law stipulates that 
the Foreign Intelligence Agency “carries out electronic 
surveillance” outside Poland’s territory, but it can au-
thorize the Internal Security Agency to undertake covert 
surveillance in Poland (including foreign targets).20 

Retention periods are set by the telecommunications 
law.21  Communications metadata can be retained for 12 
months. Information gathered during a wiretap (tar-
geted operational wiretapping) can be retained for the 
duration of criminal investigation and prosecution and 
should be immediately deleted if it does not constitute 
evidence of the value to investigation and prosecution. 
Polish law does not make a distinction between a Polish 
citizen and a foreigner regarding minimization of data.

Retention
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V. O V E R S I G H T  A N D
T R A N S P A R E N C Y

Oversight in democratic politics is ideally exercised 
by supervisory bodies in the legislative and judiciary 
branches, as well as those representing civil society 
(advocacy groups, expert bodies). However, in Poland, 
oversight mechanisms are fragmented, often illusory, 
and do not allow for effective, impartial, and policy-
independent verification of the activities of the special 
services and other relevant security bodies. This results 
from politicization of intelligence activities, partisan 
attitude of the ruling coalition toward the special 
services, and controversy over the independence of the 
judiciary,

Oversight Entities

Legislative oversight is exercised by the parliamentary 
Special Services Committee. It is composed of up to 
seven members of the Sejm (lower house) representing 
major parties. Currently the majority (four members) 
belong to the ruling PiS party, which significantly lim-
its the possibility of independent supervision of the 
government’s decisions. The Committee formulates 
opinions on draft laws and other normative acts (includ-
ing government regulations and decisions) concerning 
special services; on the scope and results of activities 
of the special services, including alleged irregularities 
and infringements during their activities; on budget-
ary matters and financial spendings; and on proposals 
for appointment and dismissal of the heads of special 
services and their deputies. It also evaluates the protec-
tion of classified information and examines complaints 
about the activities of the special services. However, the 
Commission lacks powers needed to exert real control, 
such as the power to collect testimonies from the heads 
of special services and their officers.

Members of the Parliament can set up a special com-
mittee or an investigative committee in both houses, 

usually concerning matters of utmost importance for 
the national interest and rule of law. The Pegasus wire-
tapping scandal, revealed in late 2021, caused a stir 
among the opposition, which demanded the creation of 
an investigative committee. This initiative was blocked 
in the Sejm (lower house), due to the majority held by 
the ruling United Right coalition. The opposition man-
aged to establish a special committee in the Senate (up-
per house).22 The committee has sought to investigate 
reported cases of illegal use of Pegasus software for 
unlawful surveillance of selected opposition politicians 
and lawyers, which might have had an impact on the 
2020 presidential election process. The special commit-
tee, however, was devoid of investigative powers and 
has been systematically boycotted by PiS. Evidence 
collected during the hearings from the targeted opposi-
tion figures, as well as independent experts and repre-
sentatives of advocacy groups, have exerted pressure on 
the authorities but did not result in practical outcomes.

Judicial oversight is sporadic. In the mid-2000s, jour-
nalists challenged intrusive collection powers granted 
by the Telecommunications Act of 2004. Those pro-
visions  allowed law enforcement agencies to retain 
telecommunications data without any external control 
and in a covert manner.23 Following a long process 
involving seven joint motions, the Constitutional Tri-
bunal held in 2014 that the challenged provisions were 
unconstitutional because they did not include indepen-
dent supervision over the security services’ access to 
telecommunications data.24 The Tribunal underlined 
the necessity of independent supervision over the law 
enforcement and intelligence services and drew at-
tention to the lack of both ex ante and ex post judicial 
oversight.25 However, it did not require lawmakers to 
provide for judicial control over data acquisition.26

As part of judicial oversight, district courts (specifical-
ly, their criminal divisions) and prosecutors exercise 
control over applications to conduct operational sur-
veillance submitted by the security services. Regard-

In Poland, oversight mechanisms are fragmented, 
often illusory, and do not allow for effective, impartial, 
and policy-independent verification of the activities of 
the special services and relevant security bodies.
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ing ex-ante control, the courts and prosecutor’s offices 
verify that an application complies with the criminal 
procedure and approve it if it is devoid of formal short-
comings. As a result, the percentage of refusals by the 
courts is extremely low: 0.5 percent in the years 2010-
2020.27  Applications are more often rejected by the 
prosecutors (up to 3%) than by the courts (up to 1%). 
Requests for wiretapping filed by the special services 
usually go unchallenged. In 2021 this applied to four 
security services: CBA, SKW, KAS and the Border 
Guard.

Ex-post oversight is quite limited. It was established 
only in 2016 and concerns only communications data, 
not wiretapping. It is conducted by the district courts 
(both common and military). However, the courts are 
not allowed to review all materials concerning ongoing 
proceedings and they depend on biannual statistical re-
ports delivered by the security services. Judges, usually 
coping with enormous workloads, do not have enough 
time to examine available files. The relevant laws do 
not specify how this type of oversight should be exer-
cised. Moreover, there are no legal sanctions when the 
court detects irregularities.

Another form of oversight is provided by independent 
supervisory bodies in the area of protection of human 
rights and safeguarding of civil liberties (the Ombuds-
man) and the audit of the public administration and 
effectiveness in public service (the Supreme Audit 
Office). 

The Ombudsman (Commissioner for Human Rights) 
conducts ex post oversight of individual activities of the 
security services to ensure civil rights compliance. The 
Ombudsman has been regularly taking steps to improve 

oversight and supervision in terms of compliance with 
the Polish Constitution, relevant domestic legal mea-
sures, and international agreements. The Commissioner 
voiced his deep concern after the legislative changes 
in 2016 (especially because of the adoption of the sur-
veillance laws) expressing regret about the shortfall of 
appropriate legal safeguards against the risk of violat-
ing fundamental rights. The Commissioner has been 
constantly involved in efforts aiming to improve legal 
safeguards for citizens exposed to surveillance by secu-
rity services. He endorsed a report titled “How to saddle 
Pegasus,”28 which proposed the establishment of an in-
dependent oversight body supervising security services. 

The Supreme Audit Office (NIK) is formally subordi-
nate to the Sejm (the chairman of the Office is appoint-
ed by the lower chamber of the Parliament with the 
consent of the upper house) but it retains independence 
regarding the audit process. NIK oversees the activities 
of the special services and other law-enforcement and 
security agencies to ensure the efficacy and integrity of 
their activities, effective management of public resourc-
es, and compliance with professional standards. 

Typically, NIK has expressed critical opinions about 
the operational activities of the special services. In 
2012–2013, NIK conducted an audit on the obtaining 
and processing of telecommunication data. The audit 
also addressed the issue of electronic surveillance. The 
findings revealed insufficient protection of human rights 
and individual freedoms against interference by the 
state’s security and intelligence services. More recently, 
in 2022, the Supreme Audit Office carried out an ad hoc 
inspection of the functioning of the services conducting 
operational and surveillance activities in the territory of 
Poland. In an official statement concerning preliminary 
results of the audit, NIK’s President lamented that under 
the existing political regime, any comprehensive and 
objective assessment of the interference of the special 
services in the sphere of civil rights and freedoms is 
significantly hampered. 

Transparency

Poland’s secret services have long struggled with rep-
resentatives of civil society over the trade-offs between 
secrecy and transparency. This reflects both formal 
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Poland made significant progress during the post-Com-
munist transition, adopting a legal framework for 
freedom of information and improving accountability 
of secret services. However, in the past few years a 
noticeable decline in transparency and availability of 
information on the secret services has occurred.

Relevant laws, decrees, and legal decisions are typi-
cally available to the public; information about their 
operational implementation is generally not. Acts con-
taining regulations and other legal norms concerning 
surveillance are promulgated in official journals: The 
Journal of Laws (Dziennik Ustaw) and the Official 
Journal (Monitor Polski) are publicly available. Like-
wise, judgments of the Constitutional Tribunal and the 
Supreme Court are public. Some secondary normative 
acts (regulations, decrees, decisions etc.) are published 
in internal bulletins accessible to the personnel of the 
secret services and law-enforcement bodies. Judgments, 
judicial opinions, or legal interpretations are most com-
monly accessible on the official websites of the issuing 
institutions.

The scale of electronic surveillance is much more diffi-
cult to assess. This is mostly due to legal restraints, po-
litical decisions, and the culture of opacity in the secret 

rules providing for secrecy and a natural inclination 
to maintain closed working environments. Despite the 
development of legislative instruments and measures 
aiming to strengthen and consolidate legal and political 
transparency, pervasive secrecy persists, undermining 
democratic legitimacy and civil rights.29

Poland made significant progress during the post-Com-
munist transition, adopting a legal framework for 
freedom of information and improving accountability 
of secret services. However, in the past few years a 
noticeable decline in transparency and availability of 
information on the secret services has occurred. This is 
partly due to the opaque style of politics practiced by 
the ruling United Right coalition, especially in the areas 
of public communication and government information 
policy. More importantly, it results from politicization 
and instability within the secret services after 2015. 
This spurs a desire to hide as much as possible about 
the organization and internal governance, mutual rela-
tions, resource management, and operational activities.

services. In 2011, a mandatory obligation was placed 
on the Prosecutor General to present to the Parliament 
a non-classified annual report on operational surveil-
lance. The report includes the number of persons for 
whom a surveillance decision was issued, the number 
of refusals, and the number of decisions of the prose-
cutor rejecting surveillance requests. As an illustration, 
the data for 2021 indicated that the overall number of 
operational surveillance decisions amounted to 7,000, 
which was the highest number since 2011 (the first year 
of mandatory publication of the report). This was an 
increase of 8% in comparison to 2020 and almost 20% 
as compared to 2016. The number of refusals (by judg-
es and the prosecutor) was only 149.30

Since 2011, the Minister for the Interior has been re-
quired to submit to the Parliament a semi-annual report 
on operational surveillance executed by the Police, 
the Office for Internal Oversight of the Ministry of the 
Interior and Administration, and the State Protection 
Service. Interestingly, the two latter entities have not 
done this so far.

Since 2016, as a result of the Surveillance Law, the 
Minister for Justice twice a year presents a report to the 
Parliament on the number of processed telecommuni-
cations, Internet and postal data, including the general 
institutional breakdown. In 2021, the law-enforcement 
agencies and secret services accessed telecommunica-
tion data as many as 1.8 million times. Seventy-three 
percent of these requests were made by the Police.31

Transparency is more limited for the special services, 
whose missions are shrouded in greater secrecy. Only 
the Anti-Corruption Bureau (CBA) continues to pub-
lish an annual report on the results of its activities.32 
The Internal Security Agency (ABW) ceased to publish 
annual reports in 2016 and abolished the office of its 
spokesperson. Since then, ABW has only occasionally 
released general information about its activities, usually 
highlighting achievements and operational successes 
concerning terrorist threats, economic crime, and espio-
nage.

Reports of the Supreme Audit Office are published in 
the Public Information Bulletin and on the Office’s 
website. The president of NIK and auditors take part in 
conferences, seminars, meetings, and media events at 
which they present information on audit results. How-
ever, the reports on the secret services are confidential 
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and only official press releases containing general opin-
ions are made available.

The Polish Act on Access to Public Information of 2001 
(similar to FOIA rules in the United States) endows the 
Polish citizen with the right to obtain information on 
the activities of public authorities and persons perform-
ing public functions. It includes processed information 
(based on first-hand data) to the extent that it is particu-
larly important for the public interest. It also allows for 
the inspection of official documents. This right has been 
exercised many times by individuals and legal persons 
(usually civil liberties advocacy groups and watchdog 
organizations). 

One such organization, the Panoptykon Foundation, 
has been particularly active in the field of transparency 
and accountability of the security services. However, 
their requests for the information on the activities of the 
special services, including statistical data on electronic 
surveillance, were persistently turned down, usual-
ly based on the need for secrecy. Legal proceedings 
launched by that Foundation (and some others) were 
ineffective. In 2018, the Supreme Administrative Court 
dismissed complaints against ABW, CBA, and SKW 
concerning the refusal to provide statistical information 
on electronic surveillance.

Despite these efforts, public opinion is largely uninter-
ested in and unconscious of risks to their privacy and 
digital rights provoked by massive electronic surveil-
lance. For instance, a public opinion poll on surveil-
lance on the Internet, conducted in April 2016 after the 
enactment of the Surveillance Law, revealed that only 
19% of the respondents had some knowledge about 
this issue while 27% had heard something but were 
not sure about the substance of the legal changes. The 
poll further showed that respondents favored granting 
the security services access to online information if it 
helps prevent and solve crime (46% to 30%). Half of 
the respondents believed that the powers of the Police 
and other security services to obtain information on 
the activity of Internet users are sufficient, while 19% 
claimed they are too small and should be increased.33 

Another survey on surveillance was conducted in Feb-
ruary 2022, this time provoked by the Pegasus spyware 
scandal. It showed a heightened awareness of the sur-
veillance issue: 75% of the respondents “heard about 
the surveillance of public figures in Poland using the 

Pegasus system.” However, an equally significant ma-
jority (71%) thought it was “a manifestation of political 
struggle.” Consequently, the prevailing opinion was 
that the Polish secret services should be able to use this 
type of software in their operational work (45% to 36%, 
which is very similar to the general attitude to surveil-
lance exhibited in the 2016 survey). Only 44% of the 
interviewees agreed that ’’wiretapping or Internet activ-
ity control in Poland are not sufficiently controlled.”34

Redress

Polish law does not provide a redress mechanism. An 
individual under targeted surveillance may not file a 
complaint. The target is not informed of the surveil-
lance, even ex post. This breach in civil rights protec-
tion, and the resulting inconsistency with the Polish 
Constitution, was raised several times by the Ombuds-
man in constitutional complaints about the relevant 
provisions of the Act on Police. Recently, in June 2022, 
the Constitutional Tribunal rejected the complaint on 
procedural grounds.35 
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V I .  R E F O R M S

The problem of reform and transformation of 
intelligence agencies and other security services has 
been present since the post-Communist transition. 
Despite political, institutional, and organizational 
changes, reform has not adequately addressed the 
question of electronic surveillance. Complaints 
over opacity and unlawfulness of some forms of 
electronic surveillance were voiced in the early 
2000s by journalists, social activists, and watchdogs. 
They resulted in motions filed to the Constitutional 
Tribunal which signaled deficiencies in the existing 
law. The Tribunal agreed with the principal complaints 
and by the judgment in Case K 23/1136 demanded 
that “an independent oversight body be established, 
that individuals who had been subject to intrusive 
surveillance methods be notified, and that procedural 
safeguards for secret surveillance be tightened.”37

In response to the Tribunal’s opinion, the government 
drafted in 2013 a bill establishing the Special Services 
Oversight Committee and modifying the government’s 
supervision over the special services. 

In response, the ruling liberal coalition was forced to 
accelerate work on the legal reform, but its efforts were 
hindered by criticism from officers representing the 
special services, as well as experts highlighting risks 
associated with inadequate consideration of key points 
and hasty drafting of new bills. 

Therefore, the task of implementation of the 
Constitutional Tribunal’s judgment was delegated 

to the Law and Justice (PiS) party, which won the 
2015 parliamentary and presidential elections. 
The Surveillance Law of 2016, a brainchild of the 
triumphant national-conservative coalition of the 
United Right, allowed the security services a practically 
unlimited processing of the communications data, 
offering illusory judicial oversight and denying citizens 
any real influence on electronic surveillance. Second, 
the Anti-Terrorism Act stripped from foreigners any 
constitutional safeguards in terms of operational 
surveillance.38 Finally, the “fruit of the poisonous 
tree” limitations implemented in the Code of Criminal 
Procedure opened the door to various types of abuse by 
security services and prosecutors.

The consolidation of PiS’s hold over the security 
services, guaranteed by the stable parliamentary 
majority, and facilitated by political opposition 
weakness, halted the quest for reforms. An interesting 
and broadly debated proposal was put forward in 
September 2019 by a group of experts representing 
civil liberties organizations, former officials of the 
Ombudsman office, and representative of the former 
Civic Platform government. Alluding to the Pegasus 
spyware scandal, the report titled “How to Saddle 
Pegasus” advocated for the establishment of an 
independent oversight body supervising the special 
services and other entities authorized to conduct 
surveillance activities.  Although the report stirred a 
debate among experts and some politicians, it did not 
bring about any modification of the United Right’s 
policy. Correspondingly, the liberal opposition showed 
little interest in those recommendations.

In October 2021, a Parliamentary Group for the Reform 
of Special Services was set up by MPs representing 
opposition to the United Right, although without the 
participation of the Civic Platform, the main opposition 
party, which had its own conception of a reform. The 
Group has discussed oversight and control over special 
services as part of a comprehensive reform of the Polish 
intelligence community advocated by the members of 
the Group and invited experts.
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V I I .  C O N C L U S I O N S

Electronic surveillance is an important part of the 
activities of the Polish security services. It is focused 
on domestic activities of law-enforcement services, 
chiefly the Police, and in some respects is exercised 
without conformity to the Polish Constitution and 
legal standards enshrined in European law.  Procedural 
safeguards and substantive requirements in the 
Surveillance Law for implementing operational 
surveillance are insufficient to prevent its excessive 
use and unjustified interference with the privacy of 
individuals.39 

The current geostrategic environment, in particular 
Russia’s invasion of Ukraine and active interference 
in public affairs in the West, generates new challenges 
and tasks for Poland. As a frontline state, Poland 
must improve its intelligence capabilities in order to 
cope effectively with risks and threats to its national 
security.40  Changes introduced under the United 
Right rule did not contribute to a higher effectiveness 
and professionalism of the security services. Rather, 
they consolidated an opaque surveillance apparatus 
which reflects the characteristic traits of the ruling 
coalition: politicization, insufficient human resources, 
double standards in the observance of democratic 
principles, and weakened cooperation with external 
partners, especially in the EU. Without legal reforms 
and accountable leadership, the system will likely 
become more obsolete and dysfunctional with regard to 
Poland’s national interests.
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