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INTRODUCTION

The legal environment governing national security
surveillance in the United Kingdom has undergone
profound change in the last decade. For a prolonged
period, the developing technological capabilities of
the security and intelligence agencies were shrouded
in both secrecy and legal obscurity. The public
controversy and subsequent legal challenges arising
from the revelations of Edward Snowden were the
catalyst for a series of disclosures belatedly setting
the record straight. They prompted official admissions
of previously unacknowledged capabilities and the
enactment of a more comprehensive and transparent
surveillance regime. That regime is now contained in
the Investigatory Powers Act 2016, which governs the
various techniques available to the agencies, together
with the authorisation and oversight processes.
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|. INSTITUTIONS

Operational Entities

In the UK, electronic surveillance for national security
purposes is conducted by the three main intelligence
and security agencies: the Security Service (MI5), the
Secret Intelligence Service (M16) and Government
Communications Headquarters (GCHQ). Surveillance
can be of domestic or overseas targets, although, as
explained in Part 3 below, more stringent requirements
apply to domestic surveillance. In addition, the police
are permitted to conduct targeted domestic surveillance
for national security purposes. The agencies’ use of
surveillance 1s governed in general terms by their
individual statutory charters and more specifically

by the Investigatory Powers Act 2016, which is the
detailed statutory code on specific forms of surveillance
(both targeted and in bulk).

GCHQ has two roles: signals intelligence and
information assurance.! The former, which covers
all types of signals interception (and disruption) and
decryption, is relevant here:

to monitor or interfere with electromagnetic,
acoustic and other emissions and any
equipment producing such emissions and to
obtain and provide information derived from
or related to such emissions or equipment and
from encrypted material.?

The Security Service is the UK’s domestic security
agency, with primary responsibility for counter-
terrorism (which accounts for around 80% of its work
in practice).’ The Service’s statutory aims are more
closely defined than those of the other agencies. These
aims are: the protection of national security, including
(but not limited to) protection against threats from
espionage, terrorism and sabotage, from the activities
of agents of foreign powers, and “actions intended

to overthrow or undermine parliamentary democracy
by political, industrial or violent means” (‘counter-
subversion’).* A looser approach applies to SIS and
GCHQ—the Intelligence Services Act refers to “the
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interests of national security, with particular reference
to the Defence and foreign policies of Her Majesty’s
Government”.> More specifically, the functions of MI6
are “to obtain and provide information relating to the
actions or intentions of persons outside the British
Islands . . . [and] to perform other tasks relating to the
actions or intentions of such persons”.® “Other tasks”
covers a range of actions from espionage to covert
action.

It is important to bear in mind that none of the

security and intelligence agencies has a direct law
enforcement role. Hence, in cases in which the ultimate
goal is prosecution, they liaise with the police (e.g.,

in terrorism or espionage investigations) or another
agency (such as Customs and Excise, in relation to
organised crime), which will carry out a criminal
investigation and arrest.

primary responsibility for counter-terrorism (which accounts for

I The Security Service is the UK’s domestic security agency, with
around 80% of its work in practice).

Authorising Entities

Unlike many other countries in which judicial authori-
sation is required, in the UK the tradition, dating from
the sixteenth century, was for interception of communi-
cations to be approved by the Secretary of State (i.c., a
government minister) under warrant. Thus, surveillance
by the services requires explicit ministerial approval

by the responsible Secretary of State, i.e., the Home
Secretary in the case of the Security Service and the
Secretary of State for Foreign and Commonwealth Af-
fairs for SIS and GCHQ. This process was significantly
modified by the addition of judicial confirmation (the
so-called “double lock” system) under the Investigatory
Powers Act 2016. The double-lock system requires that
warrants or notices for both targeted surveillance and
bulk powers be authorised by the Secretary of State’
and subsequently approved by a Judicial Commission-

er.’ Judicial Commissioners must hold or must have
held a high judicial office.’

It is a longstanding principle that the intercept product
itself is barred from criminal proceedings, remaining
in the background of an investigation.'® This has the



important consequence that the legality of such surveil-
lance cannot be challenged directly or indirectly at trial.

Oversight Entities

Whereas the Secretary of State and the Judicial Com-
missioners act as an ex ante check on surveillance by
the agencies, three bodies are responsible for ex post
review. Primary responsibility for oversight of national
security surveillance falls to the Investigatory Pow-

ers Commissioner. However, policy aspects can be
reviewed by the parliamentary Intelligence and Secu-
rity Committee and individual complaints can also be
brought before the Investigatory Powers Tribunal.

The Investigatory Powers Act 2016 brought together
in a single and more powerful judicial Commissioner’s
office the various oversight Commissioners established
under earlier legislation (so abolishing the offices of
the Interception Commissioner and Intelligence Ser-
vices Commissioner). The Investigatory Powers Com-
missioner (IPC) must hold or must have held a high
judicial office,!’ but the Commissioner’s role is distinct
from that of the Judicial Commissioners.'? The Inves-
tigatory Powers Commissioner’s role 1s to keep under
review the targeted and bulk surveillance powers avail-
able to the intelligence services,'® especially with regard
to the operation of safeguards to protect privacy.'* The
IPC has around 50 staff and is assisted by a technical
advisory panel.”

The IPC has own-initiative powers to conduct thematic
reviews of capabilities and to investigate serious errors.
The security and intelligence services are required to
disclose or provide all the necessary documents and
information for the purposes of the IPC’s functions'®
and to give any assistance the [PC requires in accessing
apparatus, systems or other facilities of the intelligence
services when exercising oversight functions.'” The IPC
is required to report annually'® or at any time request-
ed by the Prime Minister" or when the Commissioner
considers it appropriate.’ The Prime Minister is obliged
to publish the Commissioner’s annual reports and to
lay a copy before Parliament, together with a statement
whether any matter has been excluded.?! If material is
excluded on permitted grounds,* the Prime Minister is
required to consult with the Commissioner.*
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The Intelligence Services Act 1994 created a statutory
committee—the Intelligence and Security Committee
(ISC)—drawn from members of both Houses of Parlia-
ment. [ts mandate is to review the policy, finance and
administration (but not the operations)** of the agencies.
This includes reviewing surveillance policy and admin-
istration. In particular, the ISC receives details of and
keeps under review the “list of operational purposes”?*
used by the agencies in relation to bulk untargeted sur-
veillance.?® The committee has power to refer matters to
the IPC for investigation, inspection or audit.”” In such
cases the [PC retains discretion over whether to inves-
tigate but, importantly, when an investigation is held,
the Prime Minister is obliged to share the report with
the ISC. 2® The ISC reports directly to Parliament but
must send its reports beforehand to the Prime Minister
and exclude matters that the Prime Minister considers
would be prejudicial to the agencies.”

A specialist body, the Investigatory Powers Tribunal
(IPT), has been established to investigate public com-
plaints against the agencies or allegations of illegal
interception by them.*® Members of the Tribunal must
hold or have held high judicial office or be qualified
lawyers of at least ten years’ standing. Any person may
bring a claim and the IPT must determine all claims
brought before it, except those it considers to be vex-
atious or frivolous.®! The IPT is specified as the only
appropriate forum for proceedings against any of the
intelligence services concerning alleged incompatibility
with European Convention rights and for complaints by
persons who allege to have been subject to the investi-
gatory powers of the Regulation of Investigatory Pow-
ers Act.*> The IPT has jurisdiction to investigate any
complaint that a person’s communications have been
intercepted and, where interception has occurred, to



examine the authority for such interception. No distinc-
tions are made based on the complainant’s nationality.
The IPT is required to follow the principles applicable
by a court on an application for judicial review** and
can require anyone involved in the authorisation and
execution of an interception warrant to disclose or pro-
vide documents, information** and all such assistance
as it thinks fit from a relevant Commissioner.> There is
a right to appeal on a point of law to the Court of Ap-
peal.’

The Tribunal’s jurisdiction covers covert investigative
techniques (of all public authorities) and complaints

of human rights violations by the intelligence services.
In practice, complaints against the security and intel-
ligence agencies account for approximately a third of
its workload, with just under 100 such cases in 2021.%’
The Tribunal is a mixed adjudicatory and investigatory
body. Once a complaint is made within its jurisdiction
it has a duty to investigate. All public authorities (in-
cluding the intelligence and security services) must
assist it by disclosing documents and information of all
kinds, regardless of security classifications or opera-
tional sensitivity. Where sensitive operational material
is involved, however, it is able to sit in closed hearings
with the complainant excluded, assisted by Counsel to
the Tribunal. In such cases the practice is to adopt a mix
of open and closed hearings and, so far as possible con-
sistent with its duty not to disclose material prejudicial
to national security, to give the complainant a reasoned
decision and to make findings of fact and a summary
determination in an open judgment, if necessary along-
side a fuller closed judgment.

In recent years around 85% of all complaints have been found to
be outside the IPT’s jurisdiction or to be vexatious or frivolous,
around 11% have resulted in no determination and some 4% have
been upheld.

In recent years around 85% of all complaints have been
found to be outside the IPT’s jurisdiction or to be vexa-
tious or frivolous, around 11% have resulted in no deter-
mination®® and some 4% have been upheld. These fig-
ures cover complaints against public authorities within
the IPTs jurisdiction rather than the security and intelli-
gence agencies specifically. That said, there have been a

number of high-profile open judgments in which the IPT

has found against the security and intelligence agencies.
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The 2016 Act also connects the IPC’s audit role and
the complaints-based jurisdiction of the IPT. The
[PC is under a duty to assist the IPT and to issue an
opinion on relevant matters, thus allowing the Com-
missioner’s expertise to be put at its service.” There
is also a duty to inform a person affected by a seri-
ous error (i.e., one that has caused them significant
prejudice or harm) in matters under the [PC’s review
when the Commissioner determines that this is in the
public interest.*® The person concerned must also be
informed of their right to apply to the IPT and given
sufficient details to enable them to do so.
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[1. OPERATIONAL
CAPABILITIES AND
PRIORITIES

Operational control of SIS and GCHQ is in the hands of
the Chief and Director, respectively, who are appointed
by the Foreign Secretary.*' Their intelligence collection
priorities are set through “tasking” approved at the min-
isterial level in the annual United Kingdom’s National
Requirements for Secret Intelligence”.

Much of the publicly available information concerning
contemporary national security surveillance derives
either directly or indirectly from the Snowden disclo-
sures. The disclosures have had a significant impact

in the UK since a number concern the work of GCHQ
and its collaboration with the NSA in bulk collection of
communication data, and this alerted the public to the
previously unimagined scale of the agencies’ activities.
Those alleged activities include, among other things,
the services’ direct access to fibre optic cables that carry
much communications traffic (TEMPORA),* the abili-
ty to compel production of certain data from the servers
of leading internet companies under joint programmes
(PRISM),* and extensive computer network exploita-
tion to implant malware (in particular to access Belga-
com and Gemalto, a major producer of mobile phone
SIM cards).* There followed a spate of official re-
views* and test cases brought by privacy campaigners,
resulting in the official acknowledgement of a number
of previously obscure or secret information-gathering
techniques employed by the agencies, particularly in
relation to bulk data and equipment interference.
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[1l. PROCESS
FOR CONDUCTING
SURVEILLANCE

UK law distinguishes between targeted and bulk
surveillance and according to the location of the
persons under surveillance (i.e., whether one of them is
within the British Isles or whether all are overseas), but
not according to their nationality.

Targeted Interception and Examination

The 2016 Investigatory Powers Act establishes

the process for domestic authorisations to obtain
communications data.*® Under the Act, the heads of the
three intelligence services and the Chief of Defence
Intelligence may apply to the Secretary of State for an
interception warrant.*’ Interception warrants fall into
two main relevant categories: targeted interception
warrants and targeted examination warrants. The latter
authorize the examination of material relating to a
person in Britain that has previously been collected
under a bulk interception warrant (discussed further
below).*

An interception warrant may relate to a particular
person or organization, or to a single set of premises.
The Act also permits thematic warrants by providing
that, in the context of a single investigation or
operation, a warrant can also cover a group of linked
persons, more than one person or organization, or a set
of premises.*

The Secretary of State may issue an interception
warrant in the interests of national security, for the
purpose of preventing or detecting serious crime, in
the interests of the economic well-being of the United
Kingdom (in circumstances relevant to the interests of
national security) or for giving effect to the provisions
of a mutual assistance agreement.”® The Minister must

UNITED KINGDOM
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personally consider the application and be satisfied that
the interception is both necessary and proportionate

to the grounds specified.’! Following the Minister’s
approval, a Judicial Commissioner considers whether
to approve the warrant (or notice), applying judicial
review principles (i.e., applying the common law tests
of illegality, procedural impropriety and irrationality)
to the Secretary of State’s conclusions with regard to
the necessity and proportionality of the warrant®* and
having particular regard to privacy duties.”® Where a
Judicial Commissioner refuses to approve a warrant,
written reasons must be given by the Commissioner and
these may be reconsidered by the Investigatory Powers
Commissioner at the request of the person authorising
the warrant. The Investigatory Powers Commissioner’s
decision is final.*

Warrants are valid for six months, and retention notices can
require the retention of data for 12 months. Inurgent cases a
warrant can be issved for fargeted interception and equipment
interference, as well as for bulk interception and bulk dotasets
without prior approval from the Judicial Commissioner.

Warrants are valid for six months,> and retention
notices can require the retention of data for 12 months.>®
In urgent cases a warrant can be issued for targeted
interception and equipment interference, as well as

for bulk interception and bulk datasets without prior
approval from the Judicial Commissioner.”’ In these
cases, however, the Commissioner must be notified
and can decide whether they approve the warrant or
not within three working days after the date of issue. In
cases of refusal to approve a warrant, the implementing
authority must, “so far as is reasonably practicable,
secure that anything in the process of being done

under the warrant stops as soon as possible”.’® The
Commissioner may also decide whether to request the
destruction of any material collected or may impose
conditions on its use or retention.”

Untargeted “Bulk” Powers

“Bulk powers” 1s the UK authorities’ preferred termi-
nology for non-targeted data gathering and analysis
(rather than the more contentious “mass surveillance”).
“Bulk” signifies the large scale of the enterprise, while
nonetheless distinguishing it from universal or indis-
criminate intelligence-gathering. Overall, only a small



proportion of internet traffic is collected under these
powers, smaller proportions still are searched by auto-
mated means and only very small proportions of those
will ever be read by a human analyst.®* A review in
2016 by the Independent Reviewer of Terrorism Legis-
lation endorsed the operational case for the various bulk
powers which were in included in the IPA 2016 and
gave examples of their use in practice.®!

Domestic Use

Domestic authorizations to obtain communications

data are governed by Part 3 of the 2016 Act. This
provides for “bulk acquisition”,** i.e., an instruction to a
telecommunications operator to retain communications
data (or so-called metadata)® and disclose it to the
intelligence services.*

Before exercising one of the “bulk” powers, the
services must obtain a warrant authorized by the
Secretary of State and approved by a Judicial
Commissioner. The warrants must specify the
operational purposes for which any communications
data obtained may be selected for examination. The
operational purposes provided for in the Act are:
national security, national security and the purpose

of preventing or detecting serious crime or national
security and in the interests of the economic well-being
of the United Kingdom.® The “operational purposes”
approved by the Secretary of State for bulk interception
must, however, be specified in greater detail than the
general description “national security.”®® Moreover, the
“operational purposes” approved by the Secretary of
State are required to be shown at three-month intervals
to the Intelligence and Security Committee.®’

When bulk acquisition is used domestically

the intelligence services may collect only
communications metadata rather than the content of the
communications.® Such metadata are defined broadly,
however: under the law metadata could include the
location of mobile and fixed-line phones from which
calls are made or received, the location of computers
used to access the internet, the identity of a subscriber
to a telephone service or a detailed telephone bill,
websites visited from a device, email contacts, map
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searches, GPS location and information about devices
connected to a Wi-Fi network. Such data can, for
example, be used by the agencies to identify members
of a terrorist network in contact with a particular email
address.®

//‘*«
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Foreign Use

The techniques permitted for foreign surveillance

are more intrusive and allow for the collection and
access of content of communications rather than only
metadata.”® The Act allows bulk collection through
“interception of overseas-related communications””!
(i.e, sent or received by a person outside Britain)

and through “obtaining secondary data from such
communications.”’? The provisions governing
ministerial approval of “operational purposes”
described above go some way to meeting the criticism
that the 2016 Act permits mass surveillance. However,
the language used to describe these would still allow a
high degree of generality in the authorization of bulk
powers, and a number of the controls governing how
analysts can query databases of collected data remain
in the form of internal procedures rather than legal
requirements.
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Equipment Interference

Part V of the 2016 Act gives the agencies explicit
powers to interfere with equipment (typically,
computers and mobile devices).” “Interference” is
not defined more precisely in the Act. Presumably
this reticence is intentional and is partly intended
to future-proof the power, since more detailed
definitions covering computer hacking and the
implanting of viruses were readily available on the
statute book.” Equipment interference warrants are
issued by the Secretary of State” and approved by
a Judicial Commissioner.” If the Commissioner
refuses to approve the warrant, the agency may ask
the Investigatory Powers Commissioner to review the
decision.”

Bulk equipment interference’™ is only permitted outside
Britain.” It covers “hacking or the implantation of
software into endpoint devices or network infrastructure
to retrieve intelligence, but may also include, for
example, copying data directly from a computer”.*
Presumably, though not explicitly acknowledged, the
interference could also take the form of implanting
malware in a cyber-attack.
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IV. RELEVANT LAW

The United Kingdom does not have a written
constitution. Historically, matters of defence and
national security were dealt with under powers derived
from the prerogative (the residue of non-statutory
power enjoyed by Crown and recognised at common
law). In relation to surveillance, the prerogative was
treated as authority for ministerial warrants for mail-
opening and telephone tapping up until the 1980s. In
this and subsequent reforms the influence of the UK’s
treaty obligations under the European Convention on
Human Rights (Article 8 of which protects the right

to respect for private life, home and correspondence)
has been highly instrumental. It was to comply with
the requirement under Article 8§ that interferences with
the right by public authorities should be ‘in accordance
with law’ that powers to intercept communications
were put onto a statutory basis in 1985.%! Domestic
and European jurisprudence on Article 8 has also
featured prominently in framing subsequent legislation,
including both the Regulation of Investigatory Powers
Act 2000 and Investigatory Powers Act 2016.

The main changes introduced by the 2016 Act were

to place added protections for certain categories of
communications onto a statutory footing and to move
away from ministerial warrants by introducing judicial
approval. In the wake of the Snowden disclosures,
several previously unacknowledged practices which
rested on strained interpretations of oblique legal
provisions or administrative guidance have been given
an explicit statutory basis.

Limitations

Various limitations for the protection of human rights
apply to surveillance. Firstly, there are overriding
general duties which have regard to the impact on
privacy.®> Additional statutory requirements also protect
legally privileged material and journalistic material.*®
Special enhanced safeguards apply if the warrant relates
to the communications of Members of Parliament—in
these cases the authorisation of the Prime Minister
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and a Judicial Commissioner is required.®* Political
neutrality is ensured by requirements for the heads of
all three agencies to ensure that the services do not take
any steps to further the interests of any UK political
party.® General limitations on use of the service’s
powers in the protection of economic wellbeing

apply for the protection of trade unions in Britain: a
targeted warrant cannot be considered “necessary” if
the information that would be obtained relates to trade
union activity.®® Similarly, an intelligence agency is
prevented from using a class BPD warrant (that is, a
warrant to access a “bulk personal dataset) to access a
dataset if a substantial proportion of the dataset consists
of sensitive personal data, such as data related to

racial or ethnic origin, political or religious beliefs, or
physical or mental health."’

three agencies to ensure that the services do not fake any steps

I Political neuvtrality is ensured by requirements for the heads of all
fo further the inferests of any UK political party.



V. TRANSPARENCY

For much of the twentieth century, Britain’s legendary
culture of secrecy cloaked the agencies and their
surveillance practices so that the public had virtually
no access to information about them. The three main
security and intelligence agencies were created secretly
in the early twentieth century, without reference

to Parliament, under prerogative powers. Official
acknowledgement of their existence and the granting
of statutory charters only came much later: to the
Security Service (MI5) in 1989% and to the Secret
Intelligence Service (SIS or MI6) and the Government
Communications Headquarters (GCHQ) in 1994.%°

Sensitivity about the disclosure of intelligence features
prominently in the oversight arrangements. Although
the ISC has power to send for persons and papers,

in other respects its information-gathering powers
are limited. The agency heads may refuse to disclose
“sensitive information”,” i.e., information that might
lead to the identification of sources, other forms

of assistance given to the agencies, or operational
methods; information concerning past, present or
future specific operations; or information provided
by a foreign government which does not consent

to its disclosure. Within these categories refusal is

discretionary.

Equally, the complaints-handling procedures before

the IPT are designed to protect the agencies and to
prevent the complainant from using the proceedings

to discover if they are lawfully under surveillance. At
their conclusion, the IPT gives a simple statement either
that it has found in favour of the complainant (i.e., that
there has been unlawful action against him or her) or
that “no determination has been made in his favour”.”!
In the event of a successful claim, the IPT may award
compensation and make such other orders as it thinks
fit, including orders quashing or cancelling interception
warrants and requiring the destruction of any records
so obtained.”” It must also submit a report to the Prime
Minister.”?

Despite the restrictions built into the statutory scheme,”
in a series of careful judgments (mostly arising from
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the Snowden allegations) the IPT has dealt with some
serious allegations (notwithstanding the agencies’
policy to Neither Confirm Nor Deny them) by
considering the relevant legal arguments on the basis

of “hypothetical facts”.”® This allows the IPT to make a
binding pronouncement of legal principle even where
the claimant cannot realistically discharge the burden of
proof.

One result of the debate surrounding the Snowden disclosures
has been a substantial increase in transparency. Some of the
resulting legal challenges before the IPT forced the government
into greater candour about the various surveillance fechnigues
used by the agencies, GCHQ in particular.

One result of the debate surrounding the Snowden
disclosures has been a substantial increase in
transparency. Some of the resulting legal challenges
before the IPT forced the government into greater
candour about the various surveillance techniques
used by the agencies, GCHQ in particular. Examples
include the disclosure of secret internal guidance on
the searching by GCHQ of bulk data collected by

the NSA*® and the publication of a Draft Equipment
Interference Code of Practice of computer network
exploitation by GCHQ.?” The reforms introduced by
the 2016 Act amount to a detailed and comprehensive
surveillance code establishing an explicit basis for
and procedural safeguards governing a number of
previously unacknowledged surveillance techniques.
The annual reports of the Investigatory Powers
Commissioner”® provide a wealth of detail, in contrast
to the brief and heavily redacted reports of the previous
institutions. These include data on the numbers of
authorisations and detailed accounts of the oversight
activities (such as inspections) conducted in relation to
each agency and the various types of surveillance.

Notwithstanding these developments, there remain
considerable obstacles to obtaining insider information
on the contemporary operation of national security
surveillance. All disclosures by members or former
members of the security and intelligence agencies

are subject to draconian criminal penalties under

the Official Secrets Act 1989.” There is no statutory
public interest defence and the country’s highest court
rejected an attempt by a former MI5 officer to invoke
a defence on these lines in 2002.'° The extent of the
prohibition 1s such that there is simply no safe route for
unauthorised whistleblowing, even to the Intelligence
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and Security Committee of Parliament or to the
Commissioner’s office.'’! Remarkably, under the 1989
Act even journalists can be become liable for damaging
disclosures of information of this kind that has come
into their possession.'*

It is open to question, in the light of the developing
jurisprudence of the European Court of Human Rights,
whether the blanket nature of these restrictions would
now withstand detailed human rights challenge.
Notably, the Court has interpreted the right of freedom
of expression and information to provide protection to
a whistleblower seeking to expose illegal interception
of communications by the Romanian Intelligence
Service, emphasising that alternative mechanisms for
raising concerns must be effective in practice.'” Be
that as it may, the practical consequence of the current
position is that there is little unofficial information on
the operation of the system which would add colour and
context to the official accounts.

page /13




VIi. REFORM

The Investigatory Powers Act 2016 brought the existing
powers for the agencies and law enforcement bodies for
surveillance of communications and access to commu-
nications data together in one place. It also significantly
extended the powers to cover additional new technolo-
gies and to allow access to internet connection records.
It gave comprehensive statutory underpinning for the
first time to a variety of “untargeted” or “bulk surveil-
lance” techniques used by the security and intelligence
agencies, in particular, to bulk collection and exam-
ination, to analysis of bulk personal datasets and to
equipment interference. These changes reflect a shift in
intelligence techniques away from traditional intercep-
tions of communications and towards the collection and
analysis of communications data, designed to establish
the movement and location of individuals, their habits
(including internet browsing), their networks, contacts
and travel.

Prior to the 2016 Act, a distinction applied between in-
terception warrants (identifying specific targets for sur-
veillance and approved individually) and “certificated
warrants” (for external communications where the orig-
inator or recipient of the communication was outside
the country). The latter, approved by the Foreign Secre-
tary, needed only to specify general categories of infor-
mation and were then subject to less rigorous controls
over the examination of material obtained. Interception
of metadata was likewise subject to lighter regulation
and could be undertaken by a number of public agen-
cies, after the approval of a magistrate. The legislation
did not adequately distinguish between metadata and
interception of the contents of communication in a way
corresponding to current technology. Nor were there
any effective safeguards against the transfer of inter-
cepted material to overseas agencies such as the NSA or
adequate controls over material flowing the other way.

The Snowden disclosures brought a number of priva-
cy concerns to light. These included the treatment by
the UK agencies of communications with overseas
based internet platforms (such as Yahoo, Google and
Facebook) as subject to the external regime. Moreover,
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the use of “thematic” interception warrants covering
defined groups of individuals or networks, rather than
identified individuals, was revealed in 2015.1%

A review published in 2016 also revealed that under
successive governments, the agencies had been engaged
in the clandestine acquisition of bulk communications
data.'® That practice relied on an obscure power, orig-
inally intended for a different purpose, to give ministe-
rial directions to communications providers on grounds
of national security.'” No attempt had been made to in-
form Parliament or to seek more explicit legal powers,
either when a comprehensive review of the surveillance
legislation was undertaken in 2000 or when the intelli-
gence oversight scheme was reformed in 2013.
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VIl. CONCLUSION

The environment in which the security and intelligence
agencies operate has undergone rapid change in the past
quarter-century. Most dramatic of all, perhaps, has been
the technological change over the period, with many

of the capabilities of the agencies laid bare since 2013
by the unprecedented disclosures of Edward Snowden.
The result was a long overdue public and parliamentary
debate about surveillance, resulting in the Investigato-
ry Powers Act 2016 and a detailed and comprehensive
legal framework that regulates and gives legitimacy to
the agencies’ capabilities.
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